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Module 1: Information Security Basics
What Is Information Security?

o Defining Information Security
o Brief History of Security
o Why Security Is a Process, Not Point Products

o Cyber Security Threats Predicting
Types of Attacks

o Access Attacks
o Moaodification Attacks
o Denial-of-Service Attacks

o Repudiation Attacks
Information Security Services

o Confidentiality
o Integrity
o Availability

o Accountability
Module 2: Ground Work
Legal Issues in Information Security

o Laws

o Examples of Laws in Other Countries
o Prosecution

o Civil Issues

o Privacy Issues
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o Policy Is Important

o Types of Policy

o Creating Appropriate Policy « Deploying Policy
o Using Policy Effectively

Managing Risk

o What Is Risk?
o Identifying the Risk to an Organization

o Measuring Risk
Information Security Process

o Assessment

o Policy

o Implementation

o Awareness Training

o Audit
Network & Internet Security Best Practices

o Administrative Security
o Technical Security

o The OSI Network Model
o The TCP Network Model
o Ethernet Fundamental

o IP & Routing Fundamental
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Module 3: Practical Solutions

Internet Architecture

o Services to Offer / Not to Offer
o Communications Architecture
o Demilitarized Zone

o Firewalls

o Network Address Translation

o Partner Networks

Virtual Private Networks

o Defining Virtual Private Networks
o User VPNs

o Site VPNs

o Standard VPN Techniques

E-Commerce Security Needs

o e-commerce Services

o Availability

o Client-Side Security

o Server-Side Security

o Application Security

o Database Server Security

o e-Commerce Architecture
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Encryption

o Encryption Concepts
o Private Key Encryption
o Public Key Encryption
o Digital Signatures

o Key Management

o Trust
Hacker Techniques

o A Hacker's Motivation

o Historical Hacking Techniques

o Methods of the Untargeted Hacker
o Methods of the Targeted Hacker

Intrusion Detection / Intrusion Prevention

o Types of Intrusion Detection / Prevention Systems
o Setting Up an IDS / IPS
o Managing an IDS / IPS

Module 4: Platform-Specific Implementations

Unix/Linux Security Issues

o Setting Up the System
o User Management

o System Management
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Windows Server Security Issues

o Setting Up the System
o User Management

o System Management

Module 5: Hardening Devices & Operating System
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