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01 5CIQUS::H\)ﬁ Objectives
o wWkhunuIn sUuuumstduiu uasdouanwasuyov APl Gateway luanilaunssy Microservices
» W3sulRzulazldon APl Gateway RLKUNEAUDVAAS 15U Kong, Apache APISIX, Traefik ua: Cloud Gateway
o G0dv Kong Gateway wuu DB-less ua:uuufﬁg'luﬂaqa wauAIKkuQ Service, Route tia: Upstream (G
» UovAu API oo Key Authentication, JWT, ACL ua: Identity Provider uuu OIDC [
o A2UAUUSUIEUNSTBVIU Wavdaya uarin Caching Rs:du Gateway lagliidovun Backend
» 90n1s Config wuu Declarative Goo decK uazungngns:zuounis GitOps (@
o G0a01u API Gou Metric, Log ua: Distributed Trace [dasu

» U1 Gateway u Kubernetes o8 Gateway API uaztonduusfaa Al Gateway §1K$u LLM

02 A3ULWIKUIY Target Audience
» Uawaun Backend Rdovtda API Ts:uudurdawusiasniauanidouda
o Nu DevOps, Platform Engineer a: System Engineer r‘iquafnsuas‘w\ﬁugwuo\l API
» Software Architect Adovidonua:nuunasyiu APl Gateway uavovAns

o fiuAUUao0ABRdovAISIdTIAISAIUALATSIENEY API Aiszdu Gateway

03 ALAUYDIVKANFQAS Highlights
» lugatiananaaunide aviodos Kong wsaulnauriidon Gateway
» Config as Code dvuddu decK ua: Git asavaounazgounaula
° no‘luUaanﬁunsuqn Key, JWT, OIDC, ACL ua: Rate Limit
» wsau Kubernetes Gateway API ua: Kong Ingress Controller

» doyaagd Al Gateway AduAuNISISYA LLM wudalded
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04 ﬂ:)‘lU%WUg"lU Prerequisites

o W1toWugu HTTP, REST API, Header, Status Code wazgoya JSON
o LAYWUIKZDTEVIU Web API ag1vliaukivaiun
e (8 Command Line ua: Docker [alus:dusunautnutuasua: Docker Compose

« Tuadn RAM 16 GB JulU @adv Docker Desktop k3o Docker Engine 1 wiauansaadvlusunsu

05 FvAdaviasSvuuatlASaviio Setup & Tools

s19A1s s19atldua

API Gateway Kong Gateway su Open Source (Docker Image n1wn1s aig 3.9) wa: Kong
Manager

Config uat Identity Admin API, decK, Git ua: Keycloak d1Ksu OIDC uazoon JWT

Observability Prometheus, Grafana, OpenTelemetry Collector ua: Jaeger

Kubernetes kind, kubectl, Helm, Kong Ingress Controller wa: Gateway API v1.6

nadauuaziu 9 Redis, curl, Bruno k3o Postman, k6, Apache APISIX ua: Ollama d1ksSu Lab Al

KWIBLKQ: Lab nvkuasuuuliagauaviiuudoy Docker uas kind los?d Kong Gateway Su Open Source Buldovi
License AxwawIsalawizsu Enterprise 1u OpenlD Connect Plugin ua: Kong Al Gateway (Gusuuuu aautus:auniw
souuazansalaviaou Kangasiiiu APl Gateway d1ksu APl nolU Kindavaision:nsasiy Gateway uazuwaawasudHsu

GenAl lagtawn: daldf Enterprise GenAl Gateway and Private Al Platform Souazaouaiuisavovindoviolasulda
1WoK19:3v5udda fu Juausuy

06 ATNWSIVAISISYU 3 JU Big Picture

Ju KadaKkan

Day 1 unuinuav APl Gateway, W3suliiou Kong, APISIX, Traefik ua: Cloud Gateway, dadv Kong Gateway dog
Section 1-5 Docker, AiMKua Service, Route ua: Upstream wsou Load Balancing ua: Health Check

Day 2 Key Auth, JWT ua: OIDC Au Keycloak, ACL anulwalad, Rate Limiting uu Redis, Transformation, Proxy
Section 6-10 Cache ua:zvan1s Config wuu Declarative 028 decK uu Git

Day 3 Prometheus, Grafana ua: OpenTelemetry, U1 Gateway du Kubernetes Gog Gateway API, nqwsou Al
Section 11-15 Gateway d&1KSU LLM ua: Master Workshop nadaulkaadou k6
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uuosna APl Gateway uatiwugau Kong s9u

(WoK1ANsausy - Section 1-5 6 8oluv

o unu1nYav API Gateway tuanilagnssuaiatki

Usykn Cross-cutting Concerns i Gateway 1W01u1¥28 U Authentication, Rate Limiting ua: Logging
sduuu Edge Gateway, Backend for Frontend (BFF) ua: Internal Gateway

Reverse Proxy, Ingress Controller, API Gateway ua: Service Mesh cinvAuaguls

avRlunostdlu Gateway wu Business Logic ua:Anuiduvi Gateway narstdunaua

Workshop: 21vaiwanidasassy APl yavy MetroLink uasluvKUNAS:KI Gateway Au Service

1dan API Gateway lKIKU1:AUDVAAS

Kong Gateway, Apache APISIX, Traefik, Envoy Gateway ua: Cloud APl Gateway uvov AWS, Azure ua:
Google

Kubernetes Gateway API Aounasgiunaiv (iTsnaaAeuri uazdovidon Implementation
tneurinisidon: License, Plugin, Us:ansnaw, suuuunis Deploy wazAiEany
AWGIvYaY Kong su Open Source ua: Enterprise Andsgraudagulo

Workshop: rfasvisutisuliioldon Gateway a1ulonguavovAns

Lab: annagassuuaznisdaav Kong Gateway

lasvadivuu NGINX ua: OpenResty, Proxy Port, Admin API ua: Kong Manager

lkua DB-less 1iguAulkuald PostgreSQL ua: Hybrid Mode (Control Plane ua: Data Plane)
stUU Plugin, yaulwavav Plugin (Global, Service, Route, Consumer) wazadunisniiviu
Lab: Giadv Kong Gateway d2g Docker Compose nviuu DB-less ua:uuuld PostgreSQL

n Lab: Service ua: Route

AMKUQ Service la: Route au Path, Host, Method tia: Header

Strip Path, Preserve Host ua:a1dun1sdud Route 1oidkatsibouly

90A1sWIU Admin APl uaznadaudoe curl, Bruno k3o Postman

Lab: Su Route, Schedule ua: Booking Service 31aavd2s Docker Compose uastdaciiu Gateway

a Lab: Upstream, Load Balancing ua: Health Check

Upstream ua: Target dksuns=oglkaalUsane Instance

9anashiu Round Robin, Least Connections ua: Consistent Hashing

Active ua: Passive Health Check, Timeout La: Retry

Workshop: W Upstream a@ov Target uéanHd\JcTQLvTiaqmsaa“uLa‘um\Ja“mTuUﬁ
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Security, Traffic Control ua: Config as Code sou

(oK1n1sausy - Section 6-10 6 8oluv

a Lab: Consumer, Key Auth ua: ACL

Consumer ua: Credential &Hsuunuds API udassie

Key Authentication ua: Basic Authentication d1ksuszuuniatu

ACL Group dHsSulivanswusiasaiuiwatnd Basic uas Premium
[Udv Credential cialUgv Backend uazdvddaudiSenniu Header wnu
Lab: UovAu API neludos Key Auth uazsrAaansauwiininodos ACL

Lab: JWT ua: OIDC fiu Keycloak

wusAa OAuth 2.0 ua: OpenlD Connect AdavsAauyniu Gateway

AvA1 Realm uat Client uu Keycloak tiaoon Token TiWusias

JWT Plugin: asa9a19tdu Jukuaang ua: Claim vov Token

Wssuliisu OIDC Plugin yavsu Enterprise Aiun1sasod JWT tusu Open Source
Lab: wusdasua Token 91a Keycloak udsisun API Wiu Gateway

a asUavAus:duilASaunsuat Rate Limiting

IP Restriction, CORS lla=A1s91fiayuna Request

san1s TLS ua: Certificate Gateway

Rate Limiting a1ugovdan uazaisidonlAvaniu=luu Local k3o Redis
frkualAdandvAuawuintad La: Request Termination d1Hsulausuusus:uu
Lab: dv Rate Limit awu@atnouu Redis udagvnaaausutiulaaan

a Lab: Transformation ua: Caching

Request Transformer ua: Response Transformer d1KSULWU au K3owWauu Header ua: Body
Correlation ID wia@aanu Request d1us:uU

Proxy Cache uaznisfsuatouludraslsnos Cache uazurutninls

wudAa Canary Release dognsuuv Traffic A Gateway

Lab: Wy Cache IR API ans1vidusaudsjananouuazkay

m Lab: Declarative Config dou decK

frdv Dump, Diff, Validate ua: Sync vav decK

1iu Config tu Git ua:ugnAIOWEAIWLIAFOU

1LusN1 GitOps: Wasu Gateway wu Merge Request Aasovaauld

Lab: Export Config nukuauav MetroLink 10ulwd decK udanaaav Sync ua:dounau
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Observability, Kubernetes ua: Al Gateway , sou
ior1A1sousw - Section 11-15 6 Boluv

n Lab: Observability uav APl Gateway

Prometheus Plugin tia: Dashboard Tu Grafana d&1Kksu Latency, Error Rate ia: Throughput
dv Log a2y File Log ua: HTTP Log Plugin

OpenTelemetry Plugin ua:zn1sq Distributed Trace 911 Gateway v Backend tu Jaeger
Lab: wWu Metric, Log ua: Trace T MetroLink udordutke Request A

a Kubernetes ua: Gateway API

Wugwu Kubernetes Asntlu: Pod, Deployment, Service ua: Namespace
Gateway API v1.6: GatewayClass, Gateway lla: HTTPRoute
A1suwAUNUINFqQUa Infrastructure AURLWAJUARQUA Route YdVAULDY
IlRuu Gateway API flu Ingress (LUULOU UALLUINIVIIESEUU

(k¥ Lab: Kong uu Kubernetes

asv Cluster uutAovdoy kind

@adv Kong Ingress Controller G2g Helm

firualdun1vdoy HTTPRoute wa:in Plugin uav Kong Au Resource uu Kubernetes
Lab: &8 APl yav MetroLink Ju Kubernetes wsau Auth la: Rate Limit 1au

m Al Gateway d1KSuAIUANATSISYNTS LLM

mludovAumsiSun LLM wuatdud: dunu Token, Aotulaoasiguavdoya Lazn1saduiliusnns

A2Watuisavav Kong Al Gateway su Al Proxy, Token Rate Limiting, Semantic Cache ua: Prompt
Guard

wudltivansnouAu Al Agent uaznsisan MCP Tool Wiu Gateway
Lab: fikuatdunivll LLM uutr3ovsiu Ollama doﬂuﬁﬂéumju Al yov Apache APISIX

a Production Readiness ua: Master Workshop

High Availability, a1sugn Control Plane ua: Data Plane uaza1sadinsaloossu

Load Test 626 k6 uazasarunasn Dashboard wioUsutdv Gateway

Checklist Aioutda API TRWusTasiEvudsy

Master Workshop: sounandwaiuisauu MetroLink nadaunstdlkaa udouniauaaailaunssuyoviy
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07 8gudULAddas(s outcomes

whtounuan Gateway $31Adsua:(indsiErinazls

o @oanannarriladikgma Kong, APISIX, Traefik ua: Cloud

«» @vA1 Kong 1695v Routing, Load Balancing ua: Health Check
« UavAu API agwiluszuu Key Auth, JWT, OIDC ua: ACL

o USK1s029 Config as Code decK sounu Git ua: GitOps

o WSaudauaa Gateway APl uu Kubernetes lia: Al Gateway

08 r?iuﬁ@@uuo:fﬁs?u Deliverables
o lonaisusznoun1sausuAUUaLYSAIASUNY 3 U La: Lab Guide s1u3u
« (W& docker-compose yav Kong, Keycloak, Redis uazya Observability wsou Backend $1aav
» [wd Config vov decK, Manifest uov Gateway API ua:ansud k6 uvov MetroLink Partner AP Platform

o UsznAtisuasoukangas (Certificate of Completion) wazgovnivaauniudng1nsKavIURANGas

09 ﬂau“awzaau Instructor

a.a1ias lavu Jaouua:uaWauuRoanuuuLa:qua Web AP, an1dasnssu Microservices uass:uuuu Kubernetes tu
V1IUR3Y YatduAonisaourulUsionddatlovigiSuuasiv APl Platform woviassu asunalRiudiuda: Plugin riviuasy
[Kuvav Request uatRgidauncasvnvaseiunduazaseiiawala wialRnauluovuiasgiu APl Gateway vovavAnsla
agvulo

s1A1A19USU 8,500 uan/fau - auls IN-HOUSE walutauasinn

8,500 UTN /i (svlisou VAT 7%)
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