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01 5CIQUS::H\)ﬁ Objectives

Jamsi{3 ndu License wa: External User tu Microsoft Entra ID [a

fkuaansddou Azure RBAC Tus:du Scope Alkun:au uazsnunan1sAkuaansla

21v Governance 02y Azure Policy, Resource Lock, Tag, Management Group La: Budget
asuassnunndulaaanyuav Storage Account, Blob Storage a: Azure Files

Deploy nswa1nsady ARM Template ua: Bicep uazasiv Virtual Machine ﬁ'ws‘aufﬁ\nuqu
3v1u Container Registry, Container Instances, Container Apps ua: App Service [a
gonluuLassnvInUUananyuov Virtual Network, DNS uwa: Load Balancer

LHs=3us:uudoy Azure Monitor ua:=21v Backup fiu Site Recovery (G

02 A3ULWIKUIY Target Audience

fquas:uu Windows K3a Linux Asuiiasaus:uuuu Microsoft Azure

Cloud Engineer ua: Infrastructure Engineer ﬁm‘a\lqua Subscription yavovrns
A IT Afdvdgs:uuan On-premises Ju Azure

gRdovAlsiaseudiaou AZ-104 Microsoft Azure Administrator

DevOps Engineer Adavidntalasvasiviugiuvov Azure tRandu

03 YALAUYDVHANGQS Highlights
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04 ﬂ:)‘lU%\ﬁUg):‘lU Prerequisites
° uhfovﬁug'lu Server, Operating System ua: Virtualization
° Lzh'lfovTiugﬂu Network wu IP Address, Subnet, DNS ua: Routing
» 18l Command Line uu Windows K3o Linux waziwugiuaaiddidovdu

o lUagawsoutusi3tsas ua: Azure Subscription dsunin Lab (Free Trial K32 Sandbox yavavfins)

05 FvAdaviasSvuuatlASaviio Setup & Tools

$19A1S s1gastdua
auasai Notebook Baudaduinasiiia wiauwsisosua: VS Code
Azure Subscription Subscription yovuilsgu wuu Free Trial, Pay-as-you-go K30 Sandbox yovavAns

w3auans Owner

lnéa\lﬁau§ms Azure Portal, Azure Cloud Shell, Azure CLI ua: Azure PowerShell
laC uat Storage Bicep Extension uu VS Code, Azure Storage Explorer ua: AzCopy
dayadvdv Skills Measured vov AZ-104 uu Microsoft Learn ua: Practice Assessment WS

KWIBLKQ: Lab nvkuariilu Azure Subscription yovdiSsulov uasiansudaunswennskavauuda: Lab tionounuA1dse
Kangasdnsaunaunnu:idaludodau AZ-104 ua:goei03euddaau udlilskangasagruiluniunisuav Microsoft Tusaurn
@oukda Exam Voucher Ji8uuavn:10suaaunu Microsoft ddeautov or1d1vavlasvsivdodauanda eu JuRausy

06 ATNWSIUAISISYU 3 JU Big Picture

Ju KodoKan

Day 1 1ngoviouskis Azure, Sansytsuazndulu Microsoft Entra ID, AMkuaansdos RBAC, Governance (g
Section 1-5 Azure Policy, Lock, Tag ua:nouauAlEdne udosuasv Storage Account

Day 2 Blob wa: Azure Files, nonuJaoangvov Storage a2y SAS ua: Firewall, Deploy aog ARM Template uax:
Section 6-10 Bicep, Virtual Machine ua: Scale Set, Container ua: App Service

Day 3 Virtual Network ua: Peering, NSG, Bastion ua: Private Endpoint, Azure DNS ua: Load Balancer, Azure
Section 11-16 Monitor fiu Log Analytics, Backup la: Site Recovery Lia: Capstone QUas:UUASUIVDS
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Identity, Governance uazisudu Storage

(WoK1ANsausy - Section 1-5

Sou

6 5oluv

o Lab: nMwsou Azure wa:ztASaviJouskis

unuINuav Azure Administrator ua:zlasvsiuinu:=uov AZ-104

d1dudu Management Group, Subscription, Resource Group ua: Resource
8v1u Azure Portal, Cloud Shell, Azure CLI ua: Azure PowerShell

Region, Availability Zone ua:n1sidanidvuaunswenns

Lab: @819 Resource Group LaznswanssnddstAdoviony 3 Lwuu

Lab: fjitduazndulu Microsoft Entra ID

Microsoft Entra ID Aoo:[s uaznduduwusau Subscription
asglduaznau nuuuu Assigned tas Dynamic
JamsneuauUdvoviiduazAikua License Wiungu

13ey External User uasdan1sansuovildnisuan

Lab: 0als Self-service Password Reset (SSPR) (Rnguils

< Lab: 9an1s3n5d2u Azure RBAC

avAUs:nauvav RBAC: Security Principal, Role Definition wa: Scope
Built-in Role AtdUaw U Owner, Contributor tia: Reader
firkuadnsiulda: Scope uazn1sgunaadnsdaviugus:auany
g1ula:0s29a0uaN3R0Na05VA08 Access Control (IAM)
A2UAVSEHIY Entra Role Aiu Azure RBAC Role

n Lab: Governance ua:A1sAIUANATEIY

Azure Policy uas Initiative &1HSUUVAULIOSTIUYDVOVAANS

Resource Lock twuu CanNotDelete ua: ReadOnly

219u10sgu Tag wazuvAuldaoe Policy

dalasvasiv Management Group Uasg1unNSWe1ASS:K3 1 Subscription
Av Budget, Cost Alert uasldAuuzi1on Azure Advisor

a Lab: a§1vua:zdvAi Storage Account

sUauov Storage Account Lla:usans Blob, Files, Queue ua: Table
1don Redundancy wuu LRS, ZRS, GRS ua: GZRS Rikua=Auviu
ANsWNsRadaavav Storage wa: Customer-managed Key
Object Replication s:H31v Storage Account

Lab: 9an1sdayadoy Azure Storage Explorer wa: AzCopy
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Storage ua: Compute
(oK1A1sausy - Section 6-10

Sou

6 5oluv

a Lab: Blob Storage ua: Azure Files

as1v Container ua:ztdon Access Tier wuu Hot, Cool, Cold ua: Archive
Lifecycle Management §1g Tier uazaudoyaawanglagdaluua

Soft Delete ua: Versioning d11SuU Blob wa: Container

a1 File Share Tu Azure Files w3au Snapshot ua: Soft Delete

Lab: Mount File Share uu Windows ua: Linux

Lab: pouAunsdndv Storage

Storage Firewall uazansanAanisindvonn Virtual Network
Access Key lazn1skyudgu Key agrvdaaany

as$v SAS Token ua:ls Stored Access Policy tiatinnauld
Identity-based Access d1KSuU Azure Files

Lab: usslwalis:uunisuondss SAS AsAaansuasioan

a Lab: ARM Template uaz: Bicep

lasvasivuou ARM Template ua:[wd Bicep

g1uua:uAlu Template kSolwd Bicep Rdog

Deploy nswanasady Template wnu Portal, CLI a: PowerShell
Export Deployment 1l0u ARM Template uazudavilu Bicep
Lab: a$1v Storage ua: Network $1(ddos Bicep

a Lab: Virtual Machine uwa: Scale Set

asv VM 1danuuna uaz9anns Disk nv OS Disk ua: Data Disk
Encryption at Host wa=n1sdsuvuia VM n1grav

Availability Set ua: Availability Zone dk$unouwsoutdviugy
§19 VM [Ugv Resource Group, Subscription k3a Region 3u
Lab: a$1v Virtual Machine Scale Set wSou Autoscale

a Lab: Container ua: App Service

asv Azure Container Registry ua: Push Image

Su Container G2y Azure Container Instances ua: Azure Container Apps
as1v App Service Plan ua: App Service w$audvai Scaling

Custom Domain, Certificate ua: TLS vov App Service

Deployment Slot, Backup La:n1sdvAnoutavov App Service
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Networking, Monitoring ua: Backup , 5o
(oK1A1sausy - Section 11-16 6 Boluv

n Lab: Virtual Network ua: Peering

2oAlUU Address Space ua:luv Subnet

Public IP Address ua:zn1stdviuagiulaoasis

1Fou VNet d2u Virtual Network Peering
User-defined Route dHsunduAutdunivuav Traffic

a Lab: SaunAd1wUaaaAvvavIASaUNY

NSG ua: Application Security Group

as29 Effective Security Rule wior1ankanidoudalula
WwW1dv VM ag1vdaoanudoy Azure Bastion

Service Endpoint tia: Private Endpoint &1kSuusais PaaS

Lab: Azure DNS ua: Load Balancer

Azure DNS wuu Public Zone uat: Private Zone

Load Balancer wuu Public uaz Internal

Health Probe, Load Balancing Rule uaza1suAdsyrn
asa9nsidoudados Network Watcher Lia: Connection Monitor

a Lab: Azure Monitor ua: Log Analytics

a1u Metric wa=dvA1 Diagnostic Setting dv Log 101 Workspace
1Wou KQL Query ovdutu Log Analytics

Alert Rule, Action Group la: Alert Processing Rule

Azure Monitor Insights d1KSu VM, Storage ia: Network

a Lab: Backup uaz Site Recovery

Recovery Services Vault ua: Backup Vault cvAuagvls
asnv Backup Policy uaznaaau Backup Au Restore vov VM
dv Azure Site Recovery ua:rin Failover [U5n Region
s1gvIULasAIsIIVIdouyav Backup

a Workshop: Capstone uazuusniviassuaau

vs:uuidullouwsol VNet, NSG, Load Balancer ua: Storage
@ RBAC, Policy, Tag, Monitoring ua: Backup tKAsu
nunauaiulasusiv AZ-104 uasnaaovnin Practice Assessment
aunswennsuazasy Checklist Aouluiuasy
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07 18yuduudaldacls outcomes
« Jaans Identity {d Entra ID, ngu ta: RBAC
» AW Governance uazA1t§31® Policy, Lock, Tag La: Budget
¢ Qua Storage ad1vUaaany Blob, Files, SAS ua: Redundancy
« Deploy Compute [dkalrauuu VM, Scale Set, Container ua: App Service
* 27vlASaY18uU Azure VNet, NSG, DNS ua: Load Balancer

» wsauwaSsuaoau AZ-104 Monitor, Backup ta=:nau:=Asua1ulAsvsIv

08 r?iuﬁ@@uuo:fﬁs?u Deliverables
o lonasusznouNISaUSUAUUALYSAIASUNY 3 U La: Lab Guide Rasduaau
e ansud Azure CLI ua: PowerShell wsaulwa Bicep Asunn Lab
o ansudaunswennskav Lab WiansuauAtdsnelu Subscription
o asunnu:aulAsusIu AZ-104 1azLudNLOSguaIdaau
o UsznAtisuasoukangas (Certificate of Completion) wazgovnivaauniudng1nsKavIURANGas

09 ﬂau“awzaau Instructor

a.a1ias Tagw Jaouuasuguaviudulasvasuiugiunaladiquas:uuuu Microsoft Azure Tuviu9sy MuA1sI1VENS
Governance 130418 uazn1saisovdoya aiduAonisaauru Lab tu Subscription 95vyaviiSuu o5utgduda:aa
1@onuu Azure TwadonoiulasofulasAtEdwagls uazilBounardoAunnu:Aatudodou AZ-104 WiatRASeuln U
quas:uuyavavAnsldosvua:diuguwsoudrsunsaou

s1A1A19USU 9,900 uan/nau - auls» IN-HOUSE walutauasann

9,900 UN i (@ulisou vaT 7%)
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