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01 5CIQUS::H\)ﬁ Objectives
111 Service Model, Deployment Model uaziusfadnu Availability vavs:uuaanadogruilus:zuu
20ALLUULASDYTY Storage wasIudayauuAaNIGIRIKUIAUdAYAIIIULA:UUSUIA
13on13d Container, Virtualization uazuusfa Cloud-native [Gog1viKuI=aw
Provision ua: Configure nswgnnsna1addoy Infrastructure as Code
2vnagns Deploy ua: Cloud Migration AlA2UIEBVA
Us=gndls IAM, Security Control ua: Vulnerability Management uupaiad
AvA1 Observability, Scaling, Backup ua: Recovery Rs:uuwdautduiuasy

lAsizKua:iAlayr1aiu Deployment, Network ua: Security agiludunou wiauasuauA sy

02 A3ULWIKUIY Target Audience
Uawunsawduos (Backend ua: Full Stack) Adov Deploy llasquasuuuunanad
DevOps Engineer H§ao§r‘it§'us‘uunu1n Cloud Engineer
Tech Lead ua: Solution Architect AdovdaautoBovanidagnssunaiad
A IT YavavAASAILKHUGIBSEUUDIA On-premise Junandd
FAdavA1sYWugIuAauLadauaau CompTIA Cloud+ K3alususavaaiadau

03 ALAUYDIVKANFQAS Highlights
AsuU 6 Domain yav CV0-004 13 Exam Objectives 1Junsautlionn
wiutdvuosy litddaaau waAuanIuAISAIRTAWIUIWUDSY
Vendor-neutral udavijaasv avijouu AWS uazliguAu Azure
Infrastructure as Code dvuddu Terraform Ko OpenTofu wnunisaan

HauAalsyK191naarunisaisnaav Master Workshop suijos:zuuau
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04 ﬂ:)‘lU%\ﬁUg):‘lU Prerequisites
o Waulusunsuldaguldos 1 A wazwonisitviuvaw Web Application
o 18 Command Line (Linux Shell Ko PowerShell) ua: Git [atussauwugnu
o WloWugulAZaYY U IP Address, DNS, HTTP/HTTPS ua: Port

o (ivudounald AWS, Azure K30 Terraform uafau

05 FvAdaviasSvuuatlASaviio Setup & Tools

$19A1S s19aszldeq

Cloud Kan AWS: VPC, EC2, S3, RDS, IAM, CloudWatch, CloudTrail, Lambda, Auto Scaling,

Elastic Load Balancing, KMS ua: Secrets Manager

Cloud igutagv Microsoft Azure: VNet, Virtual Machines, Blob Storage, Entra ID ua: Azure

Monitor
laC ua: DevOps Terraform Ko OpenTofu, AWS CLI, Git ua: GitHub Actions K39 GitLab ClI
Container Docker, Docker Compose, Amazon ECR wa: Amazon ECS Au Kubernetes (a150)

Notebook RAM 16 GB JulU wsau VS Code, Git, Docker, AWS CLI ua: Terraform
K30 OpenTofu wazUsyd AWS yaviISgUHS20VANS

auasaifisuu

KU19LKQ: Héﬂqmsﬁtﬂumsausmz‘jwﬁu‘ﬁmsﬁ'a‘wév Exam Objectives yov CompTIA Cloud+ (CV0-004) [itskdangas
nA1syav CompTIA ua:liisou Exam Voucher §isguainsaaulov dogoaadin AWS Cloud Practitioner Lia:
Infrastructure as Code G2# Terraform Lab (5Ueys AWS yoviISgursa Sandbox yavavAns uwusnsiAtEsNgIAauans
W3RFIS8USURQBOUIEY dau ECS ua: Kubernetes 3ngnnsansa

06 AMWSIUAISISYU 5 JU Big Picture

u

Day 1
Section 1-5

Day 2
Section 6-10

Day 3
Section 11-15

Day 4
Section 16-20

Day 5
Section 21-25
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KodaKan

Service Model, Shared Responsibility, Region ua: Availability Zone, VPC ua: Subnet, Block, File uas:
Object Storage, Right-sizing ua:zUs:ureun1sA1lEone

Cloud-native Design, Container tia: Amazon ECR, giudayauu Amazon RDS, Workload Optimization,
Deployment Model ua:uwu Cloud Migration

Infrastructure as Code G2u Terraform K30 OpenTofu, Remote State, Deployment Strategy, CI/CD AtS
OIDC uazaisidous:uudoy DevOps Tools

IAM a1uKan Least Privilege, Encryption wa: KMS, Secrets Manager, Vulnerability Management,
Compliance ua: PDPA, asadduwadinssuidaundaoy CloudTrail

Observability o¢ CloudWatch, Auto Scaling, Backup ua: Disaster Recovery, Troubleshooting ag1vi0u
Junau ua: Master Workshop uAdeyrkiszuuan
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Cloud Architecture Foundations SoU

(WoK1ANsausy - Section 1-5 6 8oluv

o Cloud Service Models ua: Shared Responsibility

W3suliou laaS, Paas, Saa$S ua: FaaS (Serverless) ;ayuuavuiawmun
Shared Responsibility Model: &uAgtRusn1squa ua:avAovAnsAousuAasaULoY
1@on Service Model TRIKUN:AUAL VUUS:UEU Ua=S=aUAISAIUALAGDYATS
nwsoulustond CloudHarbor Booking Platform ua: 6 Domain you CV0-004

Service Availability

Region, Availability Zone ua: Edge Location

High Availability, Fault Tolerance ua: Disaster Recovery dwAuagls
SLA, RPO, RTO ua:msﬁ’nuomwaﬂs:nuLﬁas:uuriqoﬁ”n\nu

Lab: A1udeu Availability souvavs:uukatoduon SLA vovldazusais

Lab: Cloud Networking

VPC ua: VNet, Subnet wuu Public ua: Private, Route Table, Internet Gateway ua: NAT Gateway
Security Group thguAu Network ACL

Load Balancer, DNS, CDN uaznsidoudauuu VPN Ko Direct Connect tus:duLudAQ

Lab: a$1v VPC ua: Subnet d1u 2 Availability Zone uu AWS

u Lab: Storage Resources ua: Technologies

Block, File ua: Object Storage waunseilduiu

Storage Tier, Lifecycle Policy uazna1sdatfiudioyas:y:e1d

Durability, Replication ua:n1sinskadoyandatiu

Lab: a$1v S3 Bucket dksulwauuuwsou Lifecycle Policy tasiigufiu Azure Blob Storage

a Workshop Day 1: Virtualization, Cost uat Architecture

Hypervisor, Instance Type uazaisidanyunanswanns (Right-sizing)

sUuuunisAaAUsANs: On-demand, Reserved uas Savings Plans, Spot

AJUAUANTEI1800u Tagging, Budget ua: Pricing Calculator

Workshop: 9oalluu Architecture Diagram wuu Multi-tier 370 2 AZ uazUszuneunisAidsnesioidou
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Cloud-native Design, Data ua: Migration Sou

(oK1n1sausy - Section 6-10 6 8oluv

e Cloud-native Design Concepts

Microservices, Loose Coupling, Stateless Service ua: Event-driven Architecture
Message Queue, Pub/Sub ua: Serverless Function

kanA1soanLUUlRs:UU Scale uazAAuAIVIG

Lab: a$1v Lambda Function Arviutdoniwatkulu S3

Lab: Containerization

Container tRgunu Virtual Machine

Container Image, Registry tia: Container Orchestration (Kubernetes, Amazon ECS) tus:duuusaa
ANSLAU State La: Persistent Storage d1Su Container

Lab: Containerize REST API d2g Docker ua:u1 Image Ju Amazon ECR

a Lab: Database uunai2a

Relational tRguAu NoSQL ua: Managed Database Service
Replication, Read Replica, Multi-AZ wa:n1s Backup giudaya
@ongudayalhruiAusUuuudoyauazusuieuniu

Lab: asvgiudayauu Amazon RDS Tu Private Subnet

a Workload Optimization ua: Evolving Technologies

WuUs=ansniw Workload dog Caching, Auto Scaling ua:zn1sidon Instance AlKuNzaw
nwsautnalulagikbuunaiad wu Al/ML Service, Edge Computing ua: Serverless Container
ineuriusziiutnalulagikuAoudiuntsiuovAns

AseiANYY: aodunuua:aInauauaVYaVs:uuRoanuuUBBAUSITU

a Workshop Day 2: Deployment Models ta: Cloud Migration

Public, Private, Hybrid, Multi-cloud wa: Community Cloud
nayns Migration: Rehost, Replatform, Refactor, Repurchase, Retire ua: Retain
UstlDUuAIUWSaU ANULEBY LazA1shia Cutover

Workshop: sarfuwu Migration yavszuusavRovUs:yuidu (On-premise $1aav) wiaulkawavavnagnshidon
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Deployment as Code ua: DevOps Fundamentals , S
iiokAnsausu - Section 11-15 6 Boluv

n Infrastructure as Code

1udAa Declarative IRgufAu Imperative

lasvaglusiond Terraform k$o OpenTofu: Provider, Resource, Variable, Output wa: Module
Jan1s State wuu Remote uasUavAumisuAlusuAu

Lab: wuulAaasiv VPC voviuusnikunvkuadoy Terraform

a Lab: Provisioning Cloud Resources

@onnswannsiRasvAu Requirement d1u Performance, Availability uazvuus:zuisu
Provision Load Balancer, Compute, Database a: Storage aselAa
Configuration dou User Data, Image ua: Environment Variable

Lab: aslasvasuwugiuyov CloudHarbor Asunnduwsau Remote State

(kB Deployment Strategies

Rolling, Blue-Green, Canary ua: Recreate
Immutable Infrastructure wa:n1s Rollback

uwgn Environment: Dev, Staging ua: Production
@onnagnstRikuI:AUAUIEVIA:A TSI BYaVLdassUU

m Lab: Source Control ua: CI/CD

Branching Strategy ua: Pull Request Workflow

avAUs:nauvav CI/CD Pipeline: Build, Test, Scan ua: Deploy

1fiu Credential yov Pipeline ag1vlasafiados OIDC unu Access Key (LUUA12S
Lab: dv Pipeline A Build Container sunaaau ua: Push du ECR

a Workshop Day 3: System Integration wa: DevOps Tools

(@ous:uuru API, Webhook Las Message Queue

ununuav Configuration Management, Container Registry ua: Artifact Repository
usAa GitOps tus=aunIwsIy

Workshop: T Pipeline su Terraform Plan ua: Deploy wwu Rolling dupaiadaalula
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Cloud Security _ sou
(oK1nNsausy - Section 16-20 6 5oluv

a Lab: Identity and Access Management

User, Group, Role la: Policy anukan Least Privilege

MFA, Federation, Single Sign-On ua: Temporary Credential
kanauvAsd Access Key uuunnas waztiguiudsAadu Microsoft Entra ID
Lab: USu IAM uav CloudHarbor TR10u Role wwuu Least Privilege

Lab: Security Best Practices ua: Security Controls

Network Segmentation, Security Group La: Web Application Firewall
Encryption at Rest ua: in Transit La:n1svans Key asg KMS

1iu Secret Aoy Secrets Manager ununisidv3lulda

Lab: Wanswgskagiudoyaua: S3 uazg1e Credential (U3 Secrets Manager

a Lab: Vulnerability Management

aunuygovlkivov Instance ua: Container Image
Patch Management La:n1sdaa1dundudIAyauANULEY
Urwaaunutdng CI/CD Pipeline wa:zfinkuatngurikga Deploy
Lab: thun1saunu Container Image Tu Pipeline

a Compliance and Regulation

Data Sovereignty, Data Residency ua: Data Classification
UIASFIULANAKUIEAABITOV 15U ISO/IEC 27001 ua: PDPA

Audit Trail uazASIAURAAFIULTDAISASIDEDU

AselifAw: 1don Region wazA1sdatAudoyalidaandovAudaiiHuauavavAns

a Workshop Day 4: Monitoring Suspicious Activities

sUuuunisloudRwudasuuna1dd wu Credential Leak, Misconfiguration ua: DDoS
13 CloudTrail ua: Log asaorwgdnssurauna
Av Alert uasdunauaauauavijovdu

Workshop: Wa Audit Log a:dv Alert Wadasinidviurkdaudluandinaund
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Operations, Troubleshooting ua: Master Workshop . sou
\orA1sousy - Section 21-25 6 Boluv

a Lab: Observability

Metrics, Logs ua: Traces dvAuagvls

a$1v Dashboard ua: Alarm 91ada83aRdAsydos CloudWatch aziusu Azure Monitor
finkua Threshold wazaadeyka Alert Aurataiusudu

Lab: a$1v Dashboard ua: Alarm yav CloudHarbor

a Lab: Scaling Approaches

Vertical INguAu Horizontal Scaling

Auto Scaling wuu Scheduled, Dynamic uat Target Tracking
naaou Load Wavdutiiaduduns Scale

Lab: AV Auto Scaling yov API 1d28v Load QA1sugnedd

vx¥ Backup, Recovery ua: Life Cycle Management

Backup wuu Full, Incremental wa: Snapshot wSaunisnadau Restore

nayns Disaster Recovery: Backup and Restore, Pilot Light, Warm Standby ua: Active-Active
Jvasdianswanns: Patching, Upgrade, Deprecation ua: Decommission

Lab: nad@au Backup ua: Restore gaudoyaaiy RPO/RTO AfKUQ

a Troubleshooting Methodology

JuaauuAleyriognudus:uu: stuUeyrn dvauud@giu nadau uAly uazuufinwa

Ueyrn Deployment: Template fdawana, Quota 1&u ua: Dependency [LiAsu

Usyr1 Network ua: Security: Routing, DNS, Security Group, &n5 IAM ua: Certificate Kuaangy
13 Log, Metric ua: CLI [arduikaogvikangiu

a Master Workshop: ssuvauainaniunisaisnaav

wivnguuAleykn 3-4 anunisal wu Deploy duikad wWhgiudoyaluld ua:ansgadfias
Untaua Root Cause ua:uudnivlovau

nunauANU@aLlyVYaVVIUAY 5 JuAu 6 Domain yov CV0-004
aunsweNSAVKLAG2Y laC 1a:0s29 Cost Explorer WhanduAuAEsne
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07 18yuduudaldacls outcomes
» AWSIVAATIGAIIULINSFIU ASU 6 Domain yov Cloud+ CVO-004
» 2aauvuantlagnssuagrvidikara Network, Storage tazuuus:iieu
» Deploy daaldAa Terraform k3o OpenTofu ua: CI/CD
» A2WUaaasudvuddu IAM, Encryption ua: Secret
» stuuwsSautdviuasv Observability, Scaling, Backup tia: DR

+ uAtleyrragrmbuduaau Deployment, Network La: Security

08 r?iuﬁ@@uuo:fﬁs?u Deliverables
o 1@Aa1sUSENaUANSOUSUASUNY 5 3U La: Lab Guide s1o3u
« 1Aa Terraform wa: Pipeline uav CloudHarbor Aasvuazaunsweannssila
e 01S5AYUUSANS AWS uas Azure llas Checklist AnsuAdeykn

o UszmAlsdasoukangas (Certificate of Completion) vavaaiuuloidilea

09 ﬂau“awzaau Instructor

a.a1ias T InensfiUs:aunisaioanuuuLa:qUas:UUUUAA1IASIUAURLWAIU doukdnA1snavntslanunagii
uSAsAau LddWIFISBUavidouu AWS Aazdusulds:uui Deploy doelAa Uasads ua:AAuld naradaynAuanunsain
dawauuIwuasy wasdamedosnstigiSeunddeyriszuvauton

s1A1A10USU 15,900 uan/nau - aul? IN-HOUSE valutauasinn

15,900 UN /s @vlusou VAT 7%)

Q, 02-570-8449 (J 088-807-9770

Wutiiau
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