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01 5CIQUS::H\)ﬁ Objectives

WlouusAaWuguduauuAvUaaans wu CIA Triad, Security Control, Zero Trust ua: Cryptography

$9nAnAIL Youn1unisloud uazavlkinwudastuuadwaladu soudivaAouiEsuaIu Al
AukuazuAlugovlkdawuuani OWASP tuldauavautovld
sonuuuanilagnssuilasasanuuu On-premise, Cloud uas Hybrid

JaAsdaau dns ua: Secret vovs:zuuldogivgndov

U1 Security Scanning whgns:uounisweuitas Cl/CD wuu DevSecOps
WhtoMsiis=av Asaauauavdaikasal ta:nsiiukangiuliovdu

W 9AISUSKISAMULAEY Governance ta:A1sUfuaaIuAnKUIY wu PDPA

02 A3ULWIKUIY Target Audience

unwaunsowduos (Frontend, Backend, Full Stack wa: Mobile) Adavanstdaus:uutiuasasaduucddu
DevOps Engineer Adavaistih Security 10g Pipeline

Tech Lead ua: Software Architect AsuRiasaud1UANUUADAATYDVSEUU

($1KUNA IT AdavarsyWugiu Cybersecurity ag1viduszuu

FAdovA1sWugIuAauLaSsuaau CompTIA Security+ K3atususovarundiuUaaanedu

03 YALAUYDVHANGQS Highlights

AsU 5 Domain ¥av Security+ 9193v SY0-801 ua:Asaunau SY0-701
yuuavyavuawmua Secure Coding, OWASP, Secret ua: IAM
wWiutdvuasv Litddsaau nnrodoilnsaiAnuua: Lab

Lab tuanawuosadausiaav VM ua: Container ALLgA91NS:UUIZY

Uafnados Incident Response suijolkadoyasalkadiaoy
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04 ﬂ:)‘lU%\ﬁUg):‘lU Prerequisites
o WaulUsunsuldogtutios 1 A1 uazlonisiviuvow Web Application ua: REST API
» 18 Command Line (Linux Shell Ko PowerShell) [atussauiugnu
o WNloWugulAZaye U IP Address, Port, DNS wa: HTTP/HTTPS ua:l3 Git Aiu Docker WWovduld

o [W9ndudoviiUssaunisaidiu Security kS0 Penetration Testing uafiau

05 FvAdaviasSvuuatlASaviio Setup & Tools

$19A1S s19aszldeq

aniwuaadou Lab VirtualBox K$o VMware, Kali Linux ua: Docker uuln3oudi3uu ugnnta3oi1oosy

wWikugdaov OWASP Juice Shop Lazs:uuddag1v SecureLoan Portal RovioTgovlk3

Web ua: Network ZAP, Burp Suite Community Edition, Nmap, Wireshark ua: tcpdump

Code uat: Container OpenSSL, Semgrep (SAST), Gitleaks (Secret Scanning) ua: Trivy (Dependency

ua: Image)

Notebook RAM 16 GB JulU WuiR31v 60 GB wWa Virtualization uds wsau VS Code,
Git ua: Docker

auasaidisvu

KUI9IKQ: Héﬂqmsﬁtﬂumsausmz‘jwﬁu‘ﬁmsﬁ'a‘wév Exam Objectives yov CompTIA Security+ ilgrdngasnivaisyov
CompTIA ua:{Usou Exam Voucher fjiSsudunsaautov d1vann Ethical Hacking ua: Penetration Testing (WovduRLiu
A1ISNOdDULN:S:UU Lia: DevSecOps in Practice Adu Pipeline ToaLJVT?uquUaaon‘ansuqndwumnuuu‘ﬂvvmuw AIsna&au
nvkuariitu Lab $hasvuutadovgideutindu

06 AMWSIUAISISYU 5 JU Big Picture

Ju KadaKan

Day 1 CIA Triad ua: Security Control, Zero Trust, Change Management ua: Secure SDLC, Cryptography ua:
Section 1-5 PKI a2y OpenSSL, Threat Modeling dou STRIDE

Day 2 Threat Actor ua: Attack Vector, govlkdaiu OWASP Top 10, AJULEBVANU Al Las Prompt Injection,
Section 6-10 Network ua: Supply Chain Attack, Vulnerability Assessment Tu Lab

Day 3 Secure Architecture ua: Segmentation, Data Protection, Secure Coding ua Injection, XSS ua: Access

Section 11-15

Day 4
Section 16-20

Day 5
Section 21-25
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Control, Secrets Management 0oy Gitleaks ua: Resilience

IAM, MFA, OAuth 2.0 ua: OpenlD Connect, Hardening uav Container, Vulnerability Management,
Security Monitoring ua: DevSecOps 628 Semgrep uas Trivy

Incident Response, Digital Forensics 1ovdu, Governance ua: Risk Management, Compliance ua:
PDPA ua: Master Workshop Suiiatkqgoyasalka
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General Security Concepts sou

(WoK1ANsausy - Section 1-5 6 8oluv

o KannrsWugruduAdLLuAVUaDaAY

CIA Triad, Non-repudiation ua: AAA (Authentication, Authorization, Accounting)
Jstzianuav Security Control: Technical, Managerial, Operational ua: Physical
KU"RYav Control: Preventive, Detective, Corrective, Deterrent Lias Compensating
Awsaulustond SecurelLoan Portal wa: 5 Domain vov Security+

Zero Trust ua: Defense in Depth

wuoha Never Trust, Always Verify

Policy Decision Point ua: Policy Enforcement Point

Jszgnd Zero Trust Aiu API wa: Microservices

Lab: onadunisUavAuuav SecureLoan Portal uazx1gafgvidatoriulasliiasoo

Change Management wa: Secure Development Lifecycle

wavav Change Management dond1uUaaany

Approval, Impact Analysis, Rollback Plan uwa: Version Control
Wu2A Security WAUNATUYOY SDLC

AstliAnw: MMswasuavs:uuiliiunisnunauudonatslugovlks

u Lab: Cryptography uaz PKI

Symmetric IliguAu Asymmetric Encryption uazn1sidonts

Hashing, Salting ua: Key Stretching d1Ksulfiusianiu

Digital Signature, Certificate, Certificate Authority, TLS wazn1sv0n1s Key

Lab: 1§ OpenSSL a1 Key ua: Certificate &11$u HTTPS Tu Lab ua:asao TLS vavs:uu

a Workshop Day 1: Threat Modeling

stynswgaudoyauauauwanduLbado (Trust Boundary)

STRIDE Model d&Kksutinwcuun uaznissaardusisanniuaiunanssnuuaslonataa
Workshop: 9ari1 Data Flow Diagram ua: Threat Model yov Secureloan Portal
Workshop: Usunnstfiusiariiuoin Plain Text Wu Hash Avaoasiy
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Threats, Vulnerabilities and Attacks sou

(oK1n1sausy - Section 6-10 6 8oluv

e Threat Actors a: Attack Vectors

UsslnuavgAnAIU usuuld wa:dandiuaiuisa

govn1unisloud: Email, Social Engineering, Supply Chain, Removable Media ua: Unsecured Network
Phishing, Pretexting ta: Business Email Compromise

AsEiAAWY: JlASIEK3La Phishing ddadnvuasdeyeyrauiéiou

Lab: Application Vulnerabilities a(n1u OWASP

Injection, Cross-site Scripting wa: Broken Access Control

Authentication Failure, Security Misconfiguration ua: Vulnerable Components
Race Condition, Memory Issue ua: Insecure Deserialization tus:duuusaa

Lab: Auk1gavlkdanu OWASP Top 10 avuaigauu OWASP Juice Shop

a Lab: Aaduidgvintagavavau Al

Prompt Injection uazaisloudsitudoyadidivavluioa
A1ssalkavovdoyadouynnauasdoyanelusiiu Al

A1st3 Al voviluiJloud wWu Phishing salujdua: Deepfake

Lab: naaav Prompt Injection Aiu Chatbot 91aavyovs:uullazKiuan1vdovaAu

a Network, Cloud ua: Supply Chain Attacks

DDoS, On-path Attack, DNS Attack ua: Credential Replay
Misconfiguration uu Cloud HazANULEYIYOY Third-party Dependency
Indicator of Compromise uasdeyayreuivdnansloud

Lab: q Traffic AlWnsRadou Wireshark iiolunouidevuov Credential

a Workshop Day 2: Vulnerability Assessment tu Lab

YaULUA DSUSSSI LlazN1SUDUEYI0ADUNAFOUNAASY

auauusn1saoy Nmap waznadau Web Application d2g ZAP wSauaiunaagugndov
Workshop: nadau SecureLoan Portal tu Lab $1aovauyaUWaRAIKUQ
sarhs1evugovlkIwsouIaa1aUAULEDY
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Security Architecture ua: Secure Development sou

(WoK1n1sausy - Section 11-15 6 8oluv

n Secure Architecture Models

A2wUaoanauav On-premise, Cloud, Hybrid ua: Operational Technology (OT)
Network Segmentation, DMZ ua: Microsegmentation

AWUaoanguav Container, Serverless la: Infrastructure as Code

Lab: usn Network vovgiudayasandindou Public ou Docker Network

a Data Protection

Data Classification ua: Data State (at Rest, in Transit, in Use)
Encryption, Tokenization, Masking ua: Data Minimization
Data Sovereignty uazdafnsuadiunisdatiuvdoya

Lab: Sas:dudioyagnAuov Secureloan ua: Mask Joyafuaavwa

(kB Lab: Secure Coding Practices

Input Validation, Output Encoding tia: Parameterized Query

90A1s Session, Cookie wa: JSON Web Token agnrvlaaany

Error Handling ta: Logging ﬁ'ILJLUmwaﬂaqa?hﬁfy

Lab: uAgovlk3 Injection, XSS ua: Broken Access Control tuldquavs:uu

m Lab: Secrets Management

AULEsVYoVASiYy Secret [3TulAa W4 .env ua: Git History

1Aiu Secret A28 Vault k3o Cloud Secret Manager (a15a)

Secret Rotation uazn1saauauavlijo Secret Kaa

Lab: 13 Gitleaks Aur1 Secret Akaalu Repository udadreaanonlaa

a Workshop Day 3: Resilience uaznaaaus

High Availability, Redundancy ua: Backup

2vlwu Disaster Recovery la: Business Continuity waznisnadaunisqau
Workshop: nadau SecureLoan Portal $1iiedugusidovlkdnwuliioougataudd
Uuiinuafauua:HauLAavs18vIuEavlHI
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Security Operations $9U

(oK1nNsausy - Section 16-20 6 8oluv

a Lab: Identity and Access Management

Authentication Factor, MFA ua: Passwordless

OAuth 2.0, OpenID Connect, SAML uat Single Sign-On

Role-based ua: Attribute-based Access Control, Least Privilege ua: Privileged Access Management
Lab: wiu MFA TRs:zuu Login uazAduAuansuuu Role-based

Lab: Hardening ua: Secure Baseline

Hardening vov Server, Container wa: Endpoint

Su Container wuu Non-root, Read-only Filesystem uazaa Attack Surface
Secure Configuration Baseline 1a:n1sasavAUd00Aa0V

Lab: Harden Container yav SecureLoan TRsutiuu Non-root

a Vulnerability Management

2v9s Identify, Analyze, Prioritize, Remediate ua: Verify

CVE, CVSS uasnssaanaunsialuaiunauidevasy

SAST, DAST, SCA ua: Container Image Scanning

Lab: aunu Dependency ua: Image dag Trivy 1dsdaanaunisia

a Lab: Security Monitoring

1iva:atnsTi Log 91n Application, System ua: Network
SIEM (ansa), Alerting ua:znA1saa False Positive
as2duwafinssuiadndvnn Log vuavs:uu

Lab: duAsifiu Log ua:asavsunis Login Adaund

a Workshop Day 4: Automation ua: DevSecOps

U1 Security Scanning g CI/CD Pipeline (Shift Left)

Security Gate uaztnsurins Block Pipeline

3 Al gov3lAsKraaunua: Log ag1vsiinniu

Workshop: W Semgrep, Gitleaks ua: Trivy Tu Pipeline wSaufikua Security Gate
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Incident Response, Governance wa: Master Workshop Sou

(oK1nNsausy - Section 21-25 6 8oluv

a Incident Response

Juaau Preparation, Detection, Analysis, Containment, Eradication, Recovery ua: Lessons Learned
3ari1 Playbook a: Runbook dKsutkansaiiwuioy

ANSE0a15S:KIVIAAIKALAZANSSIYVIULIATITOV

Lab: 1W@yu Playbook d1KSULKQ Secret Kaa

a Lab: Digital Forensics iavdu

Chain of Custody ua=n1ssavikangiu

31As1:K Log wazasiv Timeline yovlkan1sad

Root Cause Analysis

Lab: a$1v Timeline 910 Log yaddagvyovaislouddnaou

yx¥ Governance ua: Risk Management

Security Policy, Standard, Procedure ua: Guideline

Risk Identification, Risk Assessment lia: Risk Treatment
Third-party ua: Vendor Risk Management

Jann Risk Register vov SecureLoan Portal

a Compliance uat: Security Awareness

naHmUua:umsg’luﬁtf‘iuaﬁa\) 1¥u PDPA ua: ISO/IEC 27001
Audit ua: Assessment

Security Awareness Training d1HSuRUWUULARTEVIU
nunauAdUEoulygvYoVVIUNY 5 JuAU 5 Domain yav Security+

a Master Workshop: dayaanAisalka

uivnausuiolkadayasalkadiaovon Secret AkaauazgovlkInguligauA

31As1:H Log a@s1v Timeline sty Root Cause ShaANUIEYRIY LaAAuS:uU

sar Incident Report lagAtvavKuNAa1 PDPA

9an1 Security Policy ua: Secure Development Checklist yoviu wsauttauauudnivlovau
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07 Bauduudaldo:ls outcomes
« Wugu Security Atuwiasgau Asu 5 Domain Yoy Security+
o wavikusiganAIWUUUEToud OWASP Top 10 uazAouiEevaiu Al
« wWauldaRvasass Secure Coding ua: Secrets Management
» daa1s IAM [aaadav MFA, RBAC ua: Least Privilege
» U1 Security wWd Pipeline Semgrep, Gitleaks uaz Trivy

« sSuilawsanisaiadviuduaau Incident Response, Forensics wa: PDPA

08 r?iuﬁ@@uuo:fﬁs?u Deliverables
o 1OAE1SUS:NOUNNSOUSUASUNY 5 U La: Lab Guide s193u
e StUUGD819 SecureLoan Portal waslwadvuAn Pipeline &11$u Security Scan
o Template vov Threat Model, snroviugavlkd, Incident Playbook ua: Secure Development Checklist

o UszmAlsdasoukangas (Certificate of Completion) vavaaiuuloidilea

09 ﬂau“awzaau Instructor

a.aaas lagu Invnsiuszaunsaidunisweuuisawduosua: DevSecOps @uAULUAYVUEADOAYIIALUYDVAULTEU
A0 suMatlR§SeuLiugovlkddosatautoviu Lab 1aov udosavioudtulAadsvua:UovAulilRinas1dos Pipeline wiu

93usSsuLavauwanIsnadau tatRASsuduuanaaulutdAuiulaagvgndov

s1A1A10USU 15,900 uan/nau - aul? IN-HOUSE valutauasinn

15,900 UN /s @vlusou VAT 7%)

Q, 02-570-8449 (J 088-807-9770

Wutiiau

@ @itgenius &5 contact@itgenius.co.th LINE
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