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01 5CIQUS::H\)ﬁ Objectives
o wWlduusAa Shift-left uacunuanuoviu Dev, Ops ua: Security tu DevSecOps
o 1 Threat Modeling avdutiialdonn1sasadnIKu1:AUAINULESIYOVSUU
e (1SJ9K1 Secret r‘iHao uasrin SAST Au SCA Tu GitLab CI [a
o aunu Container Image ua: Infrastructure as Code G2¢ Trivy (4
e a$1v SBOM ua:13u Container Image u/T}aqua Software Supply Chain
o had@auldURsusVay DAST 910 OWASP ZAP Tu Pipeline
o AV Security Gate ua:vaniswanisaunulaslifBiuiviugiav

o UovAu Workload uu Kubernetes G2y RBAC, Pod Security Standards ua: Network Policy

02 A3ULWIKUIY Target Audience
o DevOps Engineer la: Platform Engineer ﬁqua CI/CD Pipeline yavavAns
o UnWuusawduosAdavaisideuuazavlAatilasansduuddu
e N Application Security ﬁ'cia\lmsdﬂmsmsaomﬂuUaaoﬁuuhej Pipeline
« Cloud Engineer ua: SRE Aquas:uuuu Container ua: Kubernetes

o Tech Lead Rdavdvuiasgiunnulasaigyaviuwaun

03 ALAUYDIVKANFQAS Highlights
« a$1 Secure Pipeline fiazdu uuuaUddagvaligdnasarangas
° nsuquuua\)msnsoo Secret, SAST, SCA, Image, laC ua: DAST
» qua Supply Chain SBOM 02¢ Syft uazfu Image dou cosign
» Security Gate RtElG95v Hyadvirusvlasldovi

» 98v Kubernetes RBAC, Pod Security ua: Network Policy
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04 ﬂ:)‘lU%WUg"lU Prerequisites

o tBv1u Git uazntdduaau Merge Request Ko Pull Request
e adua:su Container dou Docker [d ua:11% Dockerfile
o AutBK3oWloranATs CI/CD Pipeline ua:iwugnu Kubernetes tGovdu

« Tuadn RAM ag1vlios 16 GB Adadv Docker Desktop ua: VS Code [ wSouueys GitLab

05 FvAdaviasSvuuatlASaviio Setup & Tools

s19A1s s19atldua

auasai Notebook RAM 16 GB dulU 1doudadutnasiiia @adv Docker Desktop [d
cl/cD GitLab ua: GitLab Runner wauuaUddog1uiigovlk3iRilaua
néavijoaunu Gitleaks, SonarQube, Trivy, OWASP ZAP, Syft ua: cosign
Kubernetes Cluster d1KsSu Lab su kind K32 k3d wsau kubect! ua: Helm

Policy ua: Runtime Pod Security Admission, Kyverno ua: Falco &15Sunaaav

KUIBLKQ: hSovdonvrualulowusasardoiuuuldws na Lab MuuuaUdegrvgadeondvialdgovlkiBlRdadukua:uaAly
@208y Pipeline 13 GitLab CI llukan uaztuuanvsuldau Jenkins kSas:uu CI/CD 3u kangasliun1sinin1sasavAIIL
Jaoasatdngns:zuounisweuun (insaunaun1snadaulan:s:uulvantsanisqua SOC

06 ATNWSIVAISISYU 3 JU Big Picture

Ju KadoKkan

Day 1 uoAa Shift-left wa: DevSecOps, Threat Modeling LL‘]a\Jﬁu, 21V GitLab CI Pipeline duuuu, asovk Secret
Section 1-5 Akaadow Gitleaks ua:rit SAST d2g SonarQube

Day 2 aunu Dependency ua:ri1 SCA, auau Container Image a2y Trivy, 0s29 laC, @57 SBOM ua:ldu Image
Section 6-10 a0y Syft ua: cosign udorin DAST dog OWASP ZAP

Day 3 dv Security Gate tu Pipeline, Ad1uUasasuuav Kubernetes nv RBAC, Pod Security Standards, Network
Section 11-15 Policy wa: Admission Control, Runtime Monitoring Lla: Capstone Secure Pipeline
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uusha DevSecOps uazasaaavudlaa Sou

(WoK1ANsausy - Section 1-5 6 8oluv

o DevSecOps uazuusna Shift-left

rmlunisasavnoulaaadsaaumaldsonddviiiuaisdvviutuu CI/CD
wusAa Shift-left uazndUSURNQBOUSIUYDVAL Dev, Ops ua: Security
ATWSoUANSasIdldasLluu: Secret, SAST, SCA, Image, laC ua: DAST
OWASP Top 10 ua:nouidevyav Software Supply Chain Adovs
3an2uwSouvaviuLa:ovunuil DevSecOps wWhlUAazdu

Workshop: Threat Modeling tiavéu

Threat Modeling Aoa:(s ua:nasritdolstuovosaiswaun

210 Data Flow Diagram Yovs:UULlatKwauwanNULEodo
styAgAnNAIuGounsau STRIDE
sadrduanuidevuazdonnisasoonaaulondudaAduidoy
Workshop: i1 Threat Model vavuaUddagvnidaaaakangas

Lab: 21v GitLab CI Pipeline duuuu

lasvasiv .gitlab-ci.yml: Stage, Job, Rule ua: Artifact
@adv GitLab Runner uassu Pipeline §11$u Build ua: Test
ponlUUdGU Stage TRORVASASIDANUUADAAYIGALUY
Jan1s Variable ua: Secret vov Pipeline TRUaoasAy
wuanUsUTdLUdAaLGEIAUAU Jenkins

° Lab: n1s29K1 Secret Nkanaow Gitleaks

Secret AUnkaaluAulAa wu API Key, Token ua: Password
aunuus=3a Git NvKUadoe Gitleaks uazsunadaws

dadv Pre-commit Hook wWadudvldfou Commit

WU Job as29 Secret u Pipeline uaz9an1s False Positive

Junausuialijo Secret Kaa: WNAoU Wasulky ua:dvls:3a

a Lab: SAST a2y SonarQube

SAST rinvuagnvls aaudv uadosnAa

fiadv SonarQube 28 Docker uasBouAullsiond
d1uwa Vulnerability, Security Hotspot ua: Code Smell
Av Quality Gate uazuaavwalu Merge Request

Lab: uAgoavlkd SQL Injection ua: XSS A SonarQube wu
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as29 Dependency, Container, laC ua:uauisuasy sou

(oK1n1sausy - Section 6-10 6 8oluv

a Lab: Dependency ua: SCA

AULEYVIA Open Source Library ua: Transitive Dependency
aunu Dependency vovlUsionddou Trivy uuu Filesystem

a1uA1 CVE, CVSS 1asadaunsuAaIuANULEEIEY

1599 License vav Library AorodaduuloungovAns

15 Lock File uaszszuuduiaa Dependency saluia

Lab: auau Container Image a2® Trivy

govlk3Ru1Au Base Image uazuwainalus:uulguanis

aunu Image Tu Pipeline fiou Push Ju Registry

1uu Dockerfile IRUaoaAu: Minimal Base Image, Non-root User ua: Multi-stage Build
Samsgovlkingvliiuwaddsswd Ignore ag1vibikana

Lab: aagovlkivov Image woUdrogvudotfigunanoutiazKkau

a Lab: laC Scanning

AdURawaranwuuaslu Terraform, Kubernetes Manifest wa: Dockerfile
aunu Misconfiguration G2 Trivy wuu Config
uNaawsuazudlvauuuonivyavdasng

WU Job as29 laC Tu Merge Request fiou Deploy

Lab: uA Kubernetes Manifest Asudaovandguiausudu

a Lab: SBOM ua:astu Container Image

SBOM #oa:(s uazsyuuu SPDX Aiu CycloneDX

as1v SBOM vov Image Gou Syft uaslgasovgovlkidourav
16U Image A28 cosign uazluuu SBOM 10u Attestation
asovansiduniou Deploy WoduguRu1vav Image
ATWSIULUIAQ SLSA drsusns:aunauudodiovav Build

a Lab: DAST Gou OWASP ZAP

DAST o1 SAST agvls waznassundulkuvav Pipeline

Su ZAP Baseline Scan Auuaui Deploy tu Environment naaau
aunu API 91n OpenAPI Specification

Jsu Rule yov ZAP ua=90n1s False Positive

Lab: asooK1ua:ua Security Header ua: Cookie RdvAnlijuasass
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Security Gate, Kubernetes ua: Capstone . sou
ior1A1sousw - Section 11-15 6 Boluv

n Lab: Security Gate uataisvanisnwanisaunu

ARualneurisbals Pipeline Aaskya uasibalsuAudvidou
souKamsaunuRaT8LAZovDal3AGyIuazaanad1Gou
90n1sT29N1AUDEIVTIDNYDILAEIUKLODY

IR Feedback Auuawuitu Merge Request laslliciovAouidonu
Lab: dv Security Gate yov Pipeline wauddog1v

Lab: Kubernetes RBAC ua: Pod Security

Wuionslouduov Kubernetes ua:dvAdoviovAuriou

RBAC: Role, ClusterRole, ServiceAccount wa:san Least Privilege
Pod Security Standards s:Qu Privileged, Baseline ua: Restricted
UvAUTEaou Pod Security Admission s:du Namespace

Lab: USu Deployment TReinus=du Restricted

Lab: Network Policy ua: Admission Control

Network Policy twu Default Deny uaszidatawrznisidoudonsniiu
9an1s Secret uu Kubernetes tazwuon1vs External Secret Store
Admission Control Aoa:(s wasn1stdvu Policy Aoy Kyverno
UVAUTK Deploy [diaw: Image ABuudduazu191n Registry Rousyna
Lab: udon Pod Ra:lla Policy uavavAns

m Runtime Security ua: Monitoring

rmluaisaunusou Deploy Svguliwo

AMWSJU Runtime Detection doa Falco wa:2981v Rule
1Aiu Audit Log vov Kubernetes ua:=advidns:uu Monitoring
@a83avavlusinsy DevSecOps LAa:A1SSIBVIUGADRHUSKIS
Lab: asoodunstda Shell Wh Container Afavriviu

a Workshop: Capstone Secure Pipeline

20AlLUU Secure Pipeline yavlaUddag1vonn Threat Model A

sou Secret Detection, SAST, SCA, Image Scan, laC Scan, SBOM ua: DAST
Deploy du Kubernetes AUvAUTS Pod Security ua: Admission Policy
Untduama $32s0UAU a1y Roadmap d1KSURLYavaULDY

asy Checklist DevSecOps dksuli(UtluovAns
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07 18yuduudaldacls outcomes
« W1lo DevSecOps Shift-left ua: Threat Modeling
« asaadvudlda Secret Detection, SAST ua: SCA
« UnUav Container uat IaC Trivy ua: Dockerfile RUaaan
» qua Supply Chain SBOM ua:n1sidu Image
« 4v Security Gate {4 DAST uazinaurikga Pipeline

UavaAu Kubernetes RBAC, Pod Security ua: Policy

08 r?iuﬁ@lé'uuo:ms?u Deliverables
o lonasusznouNISaUSUAUUALYSAIASUNY 3 U La: Lab Guide Rasduaau
o UoUdoguwsoulwa .gitlab-ci.yml yov Secure Pipeline auuauysai
o Dockerfile, Kubernetes Manifest la: Kyverno Policy F20819RKIUAISASIDUAD
e LU Threat Model ua: Checklist DevSecOps d1KSufiu
o UsznAtisuasoukangas (Certificate of Completion) wazgovnivaauniudng1nsKavIURANGas

09 ziau“awzaau Instructor

R —— ~

a.a1ias Tnu JaouuasFugUavIuGIU DevOps ua:AxulasanuyavoUwalAdu iow CI/CD Pipeline uass:uuuu
Kubernetes tRAURUWIUTUYIUD3Y RalduAanisaauuulioUdaagvyalduanigovlkdosy IRBuulRuiudazinsoviio
suaslslaua:wanoa:ls udawrdoautesnnasduineuriogvlsiiuasanelasluriiRAudvuiugiav alinauluoiv Secure
Pipeline tuavAnsuovautovlanui

s1A1A19USU 9,900 uan/nau - auls» IN-HOUSE walutauasann

9,900 UIN i (svlusou VAT 7%)
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