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01 5CIQUS::H\)ﬁ Objectives
» wWlonalnmaluvov Container v Namespace, cgroups, Image Layer ua: containerd
o Wau Dockerfile Ald Image 1&n Build 182 uazquaviedos Multi-stage Build ua: BuildKit
» Build Image katganiavnssy (amd64 ua: arm64) dae Buildx (G
« Jan1s Network, Volume ua: Configuration yav Container [Gogvgndou
e Ustnoustuukany Service A2y Docker Compose wSou Healthcheck, Profile wa: Watch
e @sundulananedos Non-root, Secret uaznisaunugovlkivov Image
e 27VUNASTU Registry, Tag ua: Versioning vov Image d1HSURU

e finKuQ Resource Limit, Logging tia: Debug Usykiuov Container [Gogvilus:zuu

02 A3ULWIKUIY Target Audience
» UnwWcun Backend, Frontend ua: Full Stack Adovnnsis Docker Tuviuasy
o DevOps Engineer la: System Engineer r‘iqua Container yovovAns
» Tech Lead RdovA1souuiasgiunsis Container yoviu

A3 Docker s:auWugULAILA:AoVASENS:Audn1stduiuLuuioondw

7]
ghtdeudovaalld CI/CD ua: Kubernetes

03 ALAUYDVKANFQS Highlights
» dUiaaa1w Docker Uaguu Docker Engine 29 ua: Docker Compose v5
« wWtvdvaalanratu (TEUATIAEY SvuATeyralatov
« Best Practice Atslanui Multi-stage, Cache, Non-root, Healthcheck

Security duud Image usa aunusavlid SBOM uaszaq Attack Surface

Un1vg Kubernetes 91n Compose g CI/CD uaz Cluster
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04 ﬂ:)‘lU%WUg"lU Prerequisites

o Waulusunsuldaguldos 1 A wazwonisitviuvaw Web Application
o 18 Command Line (Linux Shell Ko PowerShell) ua: Git [atussauwugnu
o WldWuguAZoUny WU IP Address, Port, DNS ua: HTTP

« lUagn RAM 16 GB JulU Wa Virtualization udd uazjansaadulusunsu

05 FvAdaviasSvuuatlASaviio Setup & Tools

s19A1s s19atldua

Container Runtime Docker Engine 29 ua: containerd uu Linux K32 Docker Desktop (Windows wiu
WSL2)

Build BuildKit, Docker Buildx ua: Docker Bake d1Ksu Multi-platform Build

Multi-container Docker Compose v5 wsau Healthcheck, Profiles, Watch uat Init Container

Security ua: Registry Docker Scout, Trivy, Docker Hub, Private Registry wa: Container Registry uov

GitHub KSo GitLab

stuudI9d1v REST API (Node.js k3o FastAPI), Web Frontend, Nginx, PostgreSQL ua: Redis uu
VS Code

KU19LKQ: Ha‘ﬂqasﬁdaaaoom Basic Docker lagavanidov BuildKit, Security, Registry ua:n1std Compose Aus:uua3Y
na Lab suuultinGavaviiSeu Docker Desktop WBwsladssuunnatazovAnsyunaldn udovAnsuunalkejdovd
Subscription wuuldsA1usats Jiseusvidonis Docker Engine uu WSL2 K30 Linux unuld Aowaiuisauivdouuov
Docker Scout Jufuununstdviu kangasdvis Trivy duilulawusasandud dou Kubernetes unisansatiioyniv douas
AUEIIsavavlAdavoldsuids (orno:avsuanga eu Juausw

06 ATWSIUAISISYU 3 JU Big Picture

Ju KadoKkan

Day 1 nalnmeluvov Container ua: Docker Engine 29, A1dv CLI Alg95v, Dockerfile Best Practices, Multi-
Section 1-5 stage Build, BuildKit Cache ua: Secret, Build kangaadagnssuaos Buildx

Day 2 Network, Volume ua: Configuration ugnaiu Environment, Ussnauszuukaiy Service a2y Docker
Section 6-10 Compose v5 w$au Healthcheck, Init Container, Profile ua: Compose Watch

Day 3 Non-root ua: Read-only Container, aunugavlkiia: SBOM das Docker Scout ua: Trivy, Registry ua:
Section 11-15 Tag, Resource Limit, Debug ua:tiogaag CI/CD ua: Kubernetes
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nalan1aluvav Container uazn1sasiv Image na =l
(oK1Asausy - Section 1-5 6 5oluv

o Lab: Container Internals

Container (RguAv Virtual Machine ua:3vi Container ussau Host

Linux Namespace, cgroups ta: Union Filesystem

aaidaynssy Docker CLI, Docker Engine, containerd ua: runc

aNuWasuulaviu Docker Engine 29: containerd image store WuABudug1ksun1saadulki
Lab: 1529 Namespace, cgroups Lia: Image Layer oy Container 2uA1dv05

Lab: Docker CLI AtGvIU95Y

Jv9sBIauov Container: create, start, stop, restart ua: rm

docker exec, logs, inspect, stats ua: events

90A1s Image dow pull, tag, history ua: prune

Lab: suuatasdvaou Service vav BrewTrack fazdovnn Official Image

Dockerfile Best Practices

d1duAduiiiols Layer Cache ag1v0Us:ansn1w

.dockerignore, COPY (Raufu ADD ua: ENTRYPOINT thguau CMD
1don Base Image: Official, Slim, Alpine ua: Distroless

ARG, ENV, LABEL ua:n1sinii Build $1ldwatkioutdu

Lab: 0yu Dockerfile usnvov REST API udsjauvunaua:oan Build

n Lab: Multi-stage Build ua: BuildKit

ugn Build Stage Au Runtime Stage Wioaauuna Image

Cache Mount d1kSuU Package Manager Woaatan Build 1

Build Secret AlAvaglu Layer vov Image

Build Target d11Su Development Lla: Production 91a Dockerfile 1Gg2
Workshop: Usu Image uav API ua: Frontend uasiiguyunauasioainoullatkav

a Lab: Buildx wa: Multi-platform Image

Builder Instance ua: Driver yov Buildx

Build Image d1Ksu linux/amdé4 ua: linux/armé4 luA1duiden

AMWsdUYov Docker Bake d1ksudanns Build Kae Target

Lab: Build Image uov BrewTrack wwuu Multi-platform uaoasav Manifest Ala
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Networking, Storage ua: Docker Compose . sou
\oK1A1sousw - Section 6-10 6 Boluv

a Lab: Docker Networking

Network Driver: bridge, host, none ua: overlay fus:duiusaa

User-defined Bridge Network tia: DNS a1gfus:k31v Container

Port Publishing ua=n1sugn Network vav Frontend Au Backend

ATWsou Firewall Backend wuu nftables Agvidu Experimental Tu Docker Engine 29
Lab: usn Network thgiudoyagndvidiawizonn API

Lab: Volumes ua: Data Persistence

Volume, Bind Mount ua: tmpfs dwAuagls uazidontsijols

Backup ua: Restore doyatu Volume

Usyk1answa (UID/GID) s:k31v Host a: Container

Lab: 1iudolya PostgreSQL u Volume udanaaav Backup ua: Restore

a Configuration ua: Environment

Environment Variable, W4 .env uaza1duadudiAsyuovAn
LenA1Aavuov Development, Staging ua: Production

dv Secret TR Container lagluiv(3tu Image

Lab: §r9A1dvnvkuauav BrewTrack oono1n Image WA Environment

a Lab: Docker Compose v5

lasvasulwa Compose: services, networks, volumes, configs ua: secrets
Healthcheck ua: depends_on wuuioulutiionudidunisisuriviu

Init Container d1HSUVULOSYUSEUU WU Database Migration

Profiles d1K$u Service 1asu ua:n1ssoulwd Compose Kanulwa

A1s Build Tu Compose v5 Ariviusinu Docker Bake

n Developer Workflow Gos Compose Watch

Compose Watch Luu sync, rebuild ua: sync+restart
AvA1 Hot Reload TR API ua: Frontend
AEVATSUoY: up, down, logs, ps, exec ua: config

Workshop: Usznau Frontend, API, PostgreSQL, Redis tia: Nginx tu Compose 1682 w$au Watch uas
Profile 1novijodanisgiudoya
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Security, Operations ua: Master Workshop , S
iiokAnsausu - Section 11-15 6 Boluv

n Lab: Container Security

Su Container 1wy Non-root ua: Read-only Filesystem

aa Linux Capabilities uazJovAunisens:quans

Rootless Mode Tus:dulludAa

aa Attack Surface a2g Minimal KSo Distroless Image uazauiaa Base Image aauo
Lab: USu Image nadouav BrewTrack tHsuuuu Non-root

Lab: Image Scanning ua: Supply Chain

aunuyovlkidou Docker Scout uas Trivy wSounisauwa CVE
SBOM ua: Provenance Attestation uav Image
Akuatneudluls Image RTgovIKIs:AUS1BUSVEUTUTEIU

Lab: aunuudsualvourutneurinAudvld

Registry ua: Versioning

Docker Hub, Private Registry ua: Container Registry vav GitHub k3o GitLab
Aagns Tag: Semantic Version, Git SHA ua:a>uduvoV latest

gududoaunu Registry agnvlaaanaddy Credential Helper

Lab: Tag ua: Push Image 3u Private Registry aqunagns Versioning uoviu

n Lab: Resource, Logging ua: Debugging

CPU ua: Memory Limit, Restart Policy wa: OOM Kill

Logging Driver uaznskyuidsulwa Log

Juaau Debug: inspect, logs, events, exec ua: docker debug d11su Image Rl Shell

Lab: ufideyw1gnaov u Container g OOM Kill, Service dogiudoyaluld ua:ans Volume ligndov

a 910 Docker g CI/CD, Kubernetes ua: Master Workshop

Build ua: Push Image Tu CI/CD Pipeline

IlRguuudAa Compose AU Kubernetes: Pod, Deployment ua: Service

aisanissu Image WuoAuuu Kubernetes vov Docker Desktop KSa kind

Master Workshop: 1fiuviu BrewTrack IiUaoafiu i Resource Limit ua: Log Rotation wsaudvuid Pipeline
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07 18yuduudaldacls outcomes
» wW1lo Container 95v dulid Kernel suéiv Docker Engine 29
» Wyu Dockerfile 9918w Image 1an Build 152 KargaanUaunssu
o UstAdustUUKa1y Service Compose v5 wsou Healthcheck a: Watch
« Security avuddu Non-root, aunugovlks a: SBOM
» wsauldviuAuiu Registry, Tag ua: Resource Limit

» uAlaywrlaWuszuu Debug Container Aauladssautov

08 r?iuﬁ@@uuo:fﬁs?u Deliverables
o lonaisusznoun1sausuAUUaLYSAIASUNY 3 U La: Lab Guide s1u3u
« Dockerfile ua:lwd Compose vavs:uu BrewTrack Coffee Ordering Asunn Lab
» Checklist nstou Dockerfile, Security uasduaau Debug dksutdlluuiasgiuvoviu

o UsznAtisuasoukangas (Certificate of Completion) wazgovnivaauniudng1nsKavIURANGas

09 ﬂau“awzaau Instructor

a.a1idas lavu Jaouua:unwauuIRla Container WulndavioraniunisWwauuasadvuausawduas nvuuLASoVIAWUN
CI/CD ua: Kubernetes gaidufianisasurunalnidovkavifigntovie widissudananautasaulsulsunansy uasilaud
UsyronnaniunisaishasvAwuuasluviuady tialinduluomvunasgiunistd Docker vovAuldagtuiulo

s1A1A10USU 9,500 uan/rau - auls IN-HOUSE waluitauasinn

9,500 UN /i (gvtusou VAT 7%)
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