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01 5CIQUS::H\)ﬁ Objectives

sonuuuaniasnssu CI/CD s:auavAnSADTUIASTIUAAIY tnduunB41(d wasasavaoudouravld

3 GitLab CI/CD ﬁuqu 1u CI/CD Components, Parent-Child Pipeline ua: Merge Request Pipeline
20nLLUU GitLab Runner Fleet RUaoafguazsavsuRaafiu

1W@ou Jenkins Declarative Pipeline ua: Shared Library wsou(d Dynamic Agent uu Kubernetes
dadvuazdou SonarQube fiu Pipeline waufikua Quality Gate AtKUAUDVANS

Wwudn SAST, Dependency Scan, Container Scan, Secret Detection wa: SBOM 101Au Pipeline
Deploy Ju Kubernetes o8 Helm 4 wuu Rolling, Blue-Green ua: Canary w$au Rollback

uen Cl Au CD doauudAa GitOps wa: Promote stuus:K3w Environment doa Argo CD

02 A3ULWIKUIY Target Audience

UnwaunsuRasaukaqua Pipeline uoviu
DevOps Engineer La: Platform Engineer Adovatvuiasgiu CI/CD tikanuiiu
Tech Lead ua: Software Architect AdovAkuainsurincunwlAauazns:usunis Release

AUATS Jenkins aguazAiavwoisaundrordaldsoudu GitLab CI/CD

v
Qquas:uuﬁc‘loum§UU Infrastructure T Pipeline Deploy Ju Kubernetes

03 YALAUYDVHANGQS Highlights

GitLab ua: Jenkins tukdngastdeo WUswaddeodu IfudaddadnAagaou
asunwiludiuuivAu SonarQube Quality Gate ua: Security Scan
Deploy Asunanaygns Rolling, Blue-Green ua: Canary w$au Rollback
uaasgiunalvyavavaas ClI/CD Component ua: Shared Library

Uan19daw GitOps twn Cl Au CD ua: Promote 6oy Argo CD
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04 ﬂ:)‘lU%\ﬁUg):‘lU Prerequisites
o Wuulusunsuldodulios 1 Au wazwhteduasu Build ua: Test vovarusdu
« 3 Git [dndov soudv Branch, Merge Request ua: Tag ua=lg Linux Command Line [aluviuus:=s1
o 13 Docker [aus:du Build ua: Run Image ua:$9n Kubernetes 1dovdu 1u Pod, Deployment Lia: Service

o [W9ndudovinulsd Jenkins, SonarQube, Helm K39 Argo CD uafiau

05 FvAdaviasSvuuatlASaviio Setup & Tools

$19A1S s19aszldeq

GitLab GitLab 19 (Uey3 gitlab.com uoviiSuursa GitLab Self-managed vovavAns), GitLab
Runner wwuu Docker a: Kubernetes Executor

Cl ua:qmmwfﬁn Jenkins LTS (Java 21 K30 25) wSau Kubernetes Plugin ua: JCasC, SonarQube
Community Build wa: SonarScanner

Security Scan Semgrep (SAST), Trivy (Dependency, Container, SBOM) ua: Secret Detection

Deploy Kubernetes uu kind K30 k3d, Helm 4, Gateway API ua: Argo CD 3.x

auasaifisuu Notebook RAM 16 GB JulU (uuzth 32 GB) wau Docker, Git, VS Code, kubectl ua:
Helm

KUIBLKQ: Kangasldvona Continuous Integration and Delivery with Jenkins (5 3u) Aiu Jenkins ukdn laguaviu
yugouiasgiulRkateiu v GitLab ua: Jenkins wsau SonarQube, Security Gate ua: GitOps JiSauld Notebook
ua:zUsy3 GitLab yovaulovkiouavavAns Lab Suuutn3avdiseudds kind k8o k3d Security Scanner tudauav GitLab u1
s19n1500vl3 License s:du Ultimate Svaautndavijoloiwusosanaur Wivasuavindavijollasuuas (or1d1vavi0as3u
anda eu Juausu

06 ATWSIUAISISU 5 JU Big Picture

Ju KadoKkan

Day 1 aantdaynssu CI/CD s:auovAns, DORA Metrics, GitLab CI/CD ﬁuqu, Parent-Child Pipeline, CI/CD
Section 1-5 Components ua: GitLab Runner Fleet

Day 2 Jenkins uu Kubernetes dou JCasC, Declarative Pipeline, Multibranch, Shared Library, Dynamic Pod
Section 6-10 Agent ua:n1sidsounu GitLab

Day 3 SonarQube, Quality Profile ua: Quality Gate uu New Code, SAST dog Semgrep, Dependency uas
Section 11-15 Container Scan 02g Trivy, SBOM ua: Secret

Day 4 Versioning La: Registry, Helm 4 Chart unasgiu, Rolling, Blue-Green ua: Canary aou Gateway API,

Section 16-20 Protected Environment ua: Rollback

Day 5 wusAa GitOps, Argo CD 3.x, Promote s:K31v Dev, Staging ua: Production, Jawadou DORA ua: Master
Section 21-25 Workshop $uijo Release Rallkad
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Enterprise CI/CD Architecture ua: GitLab CI/CD ﬁuq\l 59U

(WoK1ANsausy - Section 1-5 6 8oluv

o aandasnssu CI/CD s:auavAns

avAUs=nauyav Pipeline Aa: Build, Test, Quality Gate, Security Scan, Package, Deploy La: Verify
Branching Strategy (Trunk-based iU GitFlow) ua: Release Strategy Raaandavdu
(2330 DORA: Deployment Frequency, Lead Time, Change Failure Rate a: Time to Restore

nwsoulusiond LedgerLine Payment Services: payment-api (Python) ua: notification-service
(Node.js)

GitLab CI/CD dugy

rules, workflow ua: Merge Request Pipeline d1xsunaunu31 Job lasuliiala

Variables, Protected Variables uazvaulwavav CI/CD Job Token soudvAnuwWasuudaviu GitLab 19
Environment ua: Deployment History d1HSuasavaaudoukav

Lab: WWou .gitlab-ci.yml vov payment-api tRSucinvAuaiu Branch ua: Merge Request

Lab: Pipeline Kka1w Service NtSadu

Parent-Child Pipeline tia: Multi-project Pipeline d1HSus:uukany Service
needs ta: DAG L9aqloa15as:K31v Stage

Cache fAu Artifacts t3d1vAuagvls uazn1sdv Key IR Cache 13ldo3v

Lab: ugn Pipeline yavaav Service udajaainauazsavdsu

u Lab: unasgiaunaivade CI/CD Components

a1 CI/CD Component uaztwsuwstu CI/CD Catalog aeluavAns
finkua Input, A1s Version Component ua:zA1siSentdonnkataslusiond
wuaNWUVAUTS Pipeline urasgiulaslidanvikAuUSUIWLOY

Lab: a$1v Component na1va1xsu Build ua: Test Atglanvaov Service

a Workshop Day 1: GitLab Runner Fleet

1d@on Instance, Group ua: Project Runner anulasvasivovAns
Docker Executor fiu Kubernetes Executor lla:n1sA1KuQ Resource o Job

A2wUaoaAuuov Runner: Protected Runner, ugn Runner 816Suviu Deploy uazANULEYIYIY Privileged
Mode

Workshop: @iadv GitLab Runner wuu Kubernetes Executor ua:lon Runner AUan3 Deploy 0oy Tag uat
Protected Branch
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Jenkins Pipeline as Code uu Kubernetes , S
iiokAnsausu - Section 6-10 6 Boluv

e aandasnassuy Jenkins uat Configuration as Code

Controller, Agent, Executor ua: Plugin Ecosystem

JafnKua Java yav Jenkins LTS Ud9Uu (Java 21 K39 25) 1a:n1s21vLnudlLnsa

dGadv Jenkins uu Kubernetes uasduAntiring1lddaos Jenkins Configuration as Code (JCasC)
Lab: @adv Jenkins d28 JCasC wsou Credentials ua: Plugin AfsualBiulwé

Lab: Declarative Pipeline ua: Jenkinsfile

lasvasv pipeline, agent, stages, steps lia: post

Parameters, Environment, Credentials tla: when Condition

Multibranch Pipeline uasAsidou Jenkins Au GitLab Repository Wiu Webhook
Lab: @819 Multibranch Pipeline uav notification-service

a Lab: Shared Library d1ksuuiasgaunaiv

lAsvasv Shared Library (vars ua: src) uazn1s Version Library
asv Step nawwdksu Build, Test ua: Publish thnaRusenis
naaaulazUaas Library 1wassutlkulaslins:nu Pipeline 1du

Lab: §neduaaudalu Jenkinsfile [Ulu Step nawtu Shared Library

a Lab: Dynamic Agent uu Kubernetes

Kubernetes Plugin wa: Pod Template Ajkans Container da Build
90n1s Workspace, Cache ua: Resource uov Agent

ansuov Agent uu Cluster uazn1siilwn Namespace dksuviu Cl

Lab: su Build ua: Test vov notification-service uu Dynamic Pod Agent

a Workshop Day 2: GitLab CI/CD Au Jenkins

W3guliguadiu Pipeline Syntax, n1squasaw, AUUaoany wa: Ecosystem
wuanvidsounu wu GitLab Wu Source Control ua: Jenkins wu Cl
wuonvdreon Jenkins U GitLab CI/CD Razlusiond

Workshop: @vanu: Build 91a Jenkins nduluuaavuu Merge Request uov GitLab
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Code Quality ua: Security Gates - sou
6 Haluv

(WoK1n1sausy - Section 11-15

n SonarQube d1KSuavAAs

W3suiiu SonarQube Server (Edition ¢i1v q ua:su 2026.1 LTA), SonarQube Community Build uaz:
SonarQube Cloud

Giadv SonarQube wsau PostgreSQL uu Docker k3o Kubernetes
LuoAa Bugs, Vulnerabilities, Security Hotspots, Code Smells, Coverage ua: Duplication
Lab: Gadv SonarQube Community Build uas3tasi=KlUstondusn

Lab: Quality Profile ua: Quality Gate

Jsu Quality Profile anuntyuazuiasgiuyovovAns

wudAa New Code ua: Quality Gate AwuAulAatkulaslivovviuay
duwa Coverage 910 pytest ua: Test uov Node.js 101 SonarQube
Lab: dv Quality Gate d1k$u New Code vov LedgerLine

k¥ Lab: 1§au SonarQube fu Pipeline

SonarScanner {u GitLab CI/CD uasn1ssowa Quality Gate Aauluduaalu
SonarQube Plugin Tu Jenkins ua: waitForQualityGate

Alsiaavwauvu Merge Request aunduaiuisavav Edition RS

Lab: ou payment-api uu GitLab uat notification-service uu Jenkins

a Lab: Security Scanning Tu Pipeline

SAST a2y Semgrep ua=nwsou GitLab SAST

Dependency Scanning ua: Container Image Scanning d2g Trivy

a1 SBOM ua:as29 Secret AkaatulAa

Lab: thu SAST, Dependency Scan, Container Scan wa: SBOM tRnvaov Service

a Workshop Day 3: ulvurgadiulaaassvav Pipeline

AKuas:auAdWSULSYAgauSUTALa:n1sIanis False Positive agvikangiu

JovAiu Supply Chain: Pin 120$3u Image tia: Dependency ua:91A0ans Job Token
Workshop: dulAanigavlkiua: Secret udaq Pipeline kganuuloune

uAluduk1u Quality Gate ua: Security Gate uasuuiinwaav Workbook
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Artifact Management ua: Kubernetes Deployment Strategies Lo
WoK1A1SoUSL + Section 16-20 6 Boluv

a Artifact, Versioning ua: Registry

Semantic Versioning, N1sAv Image Tag uazkan Build Once, Deploy Many
GitLab Container Registry ua: Package Registry wSau Cleanup Policy
Promote Artifact s:k37 Environment lag i Build THU

Lab: dunagns Versioning lia: Tag Image vaunvaav Service

Lab: Helm 4 d&ksuunasgaunis Deploy

lAsvasvu Chart 1asgIuAtEldkans Service wazA1sda values AU Environment
Library Chart ua:n1sasa9 Chart Gog helm lint ua: helm template u Pipeline
AuWasuulavdrAsylu Helm 4 wu Server-side Apply drsunaisaaduii
Lab: @519 Helm Chart unasgiuvav LedgerLine

a Lab: Rolling Update ua: Blue-Green

Rolling Update: maxSurge, maxUnavailable a: Readiness Probe
Blue-Green: dau Traffic stkd1vdavioassuua: Rollback nui
léaﬂﬂaqns’mun:nm?ia\lua\mcia: Release

Lab: Deploy notification-service uuu Blue-Green uasaaunau

a Lab: Canary a2y Gateway API

wuv Traffic anudnkdndos HTTPRoute v Gateway API
ineuridadutolUdor3onos 1u Error Rate ua: Latency
vnedadou Traffic Wuduvniu Pipeline

Lab: Deploy payment-api wu Canary 10% uastWudadoufiaziu

a Workshop Day 4: Deploy ag1vUaaanuan Pipeline

1Fou Pipeline fiu Cluster Aoy GitLab agent for Kubernetes ua: Credentials yov Jenkins
Protected Environments, Manual Approval wa: Deployment Freeze

Smoke Test Kav Deploy ua: Rollback adaluvatialliniu
Workshop: Udos Release i Smoke Test Tr1uudonsa931 Rollback riviugaday
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GitOps 28 Argo CD ua: Master Workshop sou

(oK1nNsausy - Section 21-25 6 8oluv

a wuona GitOps

e Kann1s Declarative, Versioned, Pulled Automatically wa: Continuously Reconciled

o uyn Application Repository Aiu Environment (Config) Repository
o JoldodnAauov Push-based Deploy 910 Pipeline fiu Pull-based Deploy d2g GitOps
« oonuuulasvasiv Environment Repository yov LedgerLine

a Lab: Argo CD 3.x

« Gadv Argo CD uazanmaunssulagasy

o Application, Project, Sync Policy ua: Self-heal

« Promote s:k31v Dev, Staging a: Production tinu Merge Request Tu Environment Repository
« Lab: T3 Argo CD Deploy nvaav Service [U Dev ua: Staging

Lab: tdou Cl fiu GitOps

1R Pipeline dUlaa Image Tag tu Environment Repository ununis Deploy asv
asavanius Sync uazudvidoutotia Drift

ansuov Pipeline ¢ia Environment Repository tla:n1sasadniufoau Production

Lab: Usu Pipeline K CI ﬁuaoﬁmsu‘Jo Merge Request [Ugv Environment Repository

a JawauazvgronatuovAns

« udas3a DORA 917 Pipeline ua: Deployment History

o uwuth Pipeline nasguluigauiuduiaiu

» Governance: lnsqQua Component, Shared Library ua: Quality Gate
« Checklist nunau Pipeline Blueprint Auud Commit dufiv Production

a Master Workshop: Release fautka)

« QiduusouAusudoaniunsaidaltiovuu Pipeline Ragazaudvudsui 1-4

« anmunsaishaov: ¥ovlkilkiilu Dependency, Quality Gate sinu ua: Canary Aij Error Rate gv
o 31As1HAULHQ wAly ua: Promote (U Production wiu Argo CD

o Unlauauwu Rollout Pipeline u1asgiudiksuavAnas

contact@itgenius.co.th KU1 08 / 09 www.itgenius.co.th


mailto:contact@itgenius.co.th
https://www.itgenius.co.th/

@ andulondiloa COURSE OUTLINE
IT GENIUS INSTITUTE GitLab - Jenkins - SonarQube - Kubernetes

07 8gudULAddas(s outcomes

29AUUU CI/CD s=duavAns(d urasyiunavuajowados DORA

5 GitLab CI/CD dugvldndav Components, Parent-Child ua: Runner Fleet
« U8 Jenkins ag1viluszuu JCasC, Shared Library ua: Pod Agent

UvAuldnunIwuatAdwlaaasis SonarQube, Semgrep, Trivy ta: SBOM

Deploy agavule Helm 4, Blue-Green, Canary Lla: Rollback

18 GitOps 1495V Promote s:x370 Environment Ao Argo CD

08 r?iuﬁ@@uuo:fﬁs?u Deliverables
e ONaISUS:NOUAISOUSUASUNY 5 Ju uas Lab Guide s1adu

o woUddog1v LedgerLine ya CI/CD Component, Jenkins Shared Library ua: Helm Chart Anaaautu
Lab udo

¢ Pipeline Blueprint ua: Checklist d&xsuunlUiduuiasgiunavuoviu

o UsznnAdyuasaurangas (Certificate of Completion)

09 ﬁaqauzaau Instructor

a.a1las lngw Inensius:aunisaionus:uu CI/CD ua: Kubernetes Tuviuasy aaurulusionddatliovidiSeusn
szdu Pipeline vavaov Service tRogldurasgiuduoAuiasdu asureikawalbovkavudasnsdadute udslRgiSeungou
dsensmiiR Pipeline Kgaua:AAuULLY WialRnauluovurasgulRivvavautovlidogtudule

s1A1A19USL 13,900 uan/nau - aul? IN-HOUSE valutauasinn

13,900 UTN /i (svlusou VAT 7%)

{, 02-570-8449 ] 088-807-9770
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