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01 5CIQUS::H\)ﬁ Objectives

oonlUU REST API anukdn Resource-oriented Design uasld HTTP Method, Status Code ua: Header
[GannouKLIY

ArKua APl Contract 628 OpenAPI wazasivionaisifiu Frontend wa: Mobile thUtslanud
wecuua APl 32w FastAPI ua: Pydantic aulasvasiv Layered Architecture fquauaznagauldvie
dan1syiudoyadoy SQLAIchemy 2 wuu async wa=nin Migration aog Alembic agnvidus:uu

n1 Authentication dog OAuth2/JWT ua: Authorization wuu RBAC &vs:dudaya

21vunasygu Error, Validation, Pagination, Filtering ua: Versioning tRadauonvs:uu

1@8u Unit Test ua: Integration Test ua:UovAugavlkiaiu OWASP API Security Top 10

assu API tRwdautduiuvsuaoe Structured Logging, Health Check ua: Docker

02 ﬂEiUlU‘lHU‘lU Target Audience

uawcuu1 Backend At3 Python uazdavaisuns:auacuniw API tRlAurasgiuavAns
Jawauu1Rg1suron PHP, Java k3o C# uadovaisastv APl dog Python

Tech Lead AdavAkuauiasgiunisweauun APl sauAutuiiu

unwasun Frontend Ko Mobile Rognnwdntonisoanuuu API il Server ag1vgndov

03 ALAUYDIVKANFQAS Highlights

11:3a APl WdeatRasunaina [ins:oelUkangs:uu

daurasgiuanna OpenAPl, RFC 9457 1a: OWASP API Top 10
AuUaaasudVUGIDALLUY JWT, RBAC ua: Object-level Authorization
nadauAugiudayadsv pytest, HTTPX ua: Testcontainers

{d Template @Ksuiin CorpFlow APl w$ou Deploy 28 Docker
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04 ﬂ:)‘lU%\ﬁUg):‘lU Prerequisites
e Wou Python [dtus=autdvau wnls Function, Class ua: Type Hints
o WloWugIu HTTP uazsUuuudoya JSON
o WBAEY SQL Wugnuld wu SELECT, INSERT, UPDATE ua: JOIN uasls Git iu Command Line (a

usdudovinels FastAPI, SQLAIchemy K$o Docker u1fiou kangasywudouAsudusoudv
async/await R

05 FvndaviasSsuuazlAsoviio Setup & Tools

s19A1S s1vazldea
Aavua: Framework Python 3.14 Jul, uv, Ruff, FastAPI, Uvicorn, Pydantic 2 ua: pydantic-settings
Contract uazgiudaya OpenAPI 3.1, Swagger Ul, ReDoc, PostgreSQL 18, SQLAIchemy 2 (async),

asyncpg ua: Alembic

Security OAuth2 Password Flow, PyJWT, pwdlib (Argon2), RBAC, RFC 9457 uazn1wsou
OpenlD Connect fiu Keycloak

naaauua: Deploy pytest, HTTPX AsyncClient, Testcontainers, Coverage, structlog, Docker uaz
Docker Compose

qunsaifissu Notebook RAM 8 GB FulU (wuz=ti 16 GB) WuAJ1w 20 GB wiau Docker Desktop
K30 Docker Engine, Git, VS Code KSo PyCharm ua: Bruno K32 Postman

KU19LKQ: kangas Building REST APIs with Python, @519 REST API a2e Python FastAPI Asuov9s ua: FastAPI with
MS SQL Server wWiunsasiv API tT3vuld kangastdasaalURuiasgiuavAnsuaw APl daldua Ao Contract, Error a1y
RFC 9457, s:uuan3, Testing, Security La: Observability ounisiiivkans Service uazlfou Generative Al aglukangas
Python Microservices with Generative Al - tndovonvkualluloiwusosarsosuws Jissulsd Notebook vavaulov

06 ATNWSIUAISISYU 3 JU Big Picture

Ju KodoHKan

Day 1 29ALUU Resource a: HTTP tRgAAdWKLIY, API Contract Gog OpenAPI 3.1, Tasvagvlusiond FastAPI
Section 1-5 wu Layered, Validation dog Pydantic uazuiasgiu Error a1y RFC 9457

Day 2 SQLAIchemy 2 wuu async Au PostgreSQL 18, Migration d2g Alembic, Pagination wa: Optimistic
Section 6-10 Locking Gog ETag, OAuth2/JWT uwa: RBAC fvs:audayawsau Audit Log

Day 3 Automated Test Aoy pytest ta: Testcontainers, JovAugovlkianuw OWASP API Security Top 10,
Section 11-15 Versioning, Structured Logging, Deploy 28 Docker wa: Master Workshop

contact@itgenius.co.th KU1 03 / 07 www.itgenius.co.th


mailto:contact@itgenius.co.th
https://www.itgenius.co.th/

) aawgulondiliva COURSE OUTLINE
IT GENIUS INSTITUTE Python - FastAPI - Enterprise API

REST API Design ua: FastAPI Foundations sou

(WoK1ANsausy - Section 1-5 6 8oluv

o Kannisaaauuu REST APl d1KsSuavAAs

Resource-oriented Design A1sAvdo URI ua:aonuduwusyov Resource

HTTP Method, Status Code ua: Header ﬁf]ﬁﬂ:)’]uriu'lﬂ soudiv Safe ua: Idempotent Method
29n1WU Action Al CRUD 1wu mMsaulfkSosnianionais

Workshop: aoauuu Resource La: URI yovs:uudago CorpFlow

API Contract a2u OpenAPI

wuan1v Design-first wa: Code-first wsaudauantlasu

Tasvasu OpenAPI 3.1 wazusuudvionanshi FastAPI aswikaaluua

18 OpenAPI WDudayeys:KkIviu Backend, Frontend ua: Mobile

Lab: WWyuua:asav Contract yav Vendor ua: Purchase Request soufiuiu Frontend duua

Lab: FastAPI uazlasvasivlustond

avlstond@oe uv ua: Ruff

Layered Architecture: Router, Service, Repository ta: Schema
Dependency Injection, Config G2y pydantic-settings ua: Lifespan Event
Lab: 21vlasvlustond CorpFlow ARuUEWuduuula

u Lab: Validation Gou Pydantic

Lyn Request Model la: Response Model aanv1nAU

Field Constraint, Custom Validator wa: Model Validator &1HSunnn1vssa?
9an1s3UR 1Da1 d21@YNIVAISIOU La: Enum tRgndav

Lab: nn Validation yovluvoBa LU dVIBULAS18ANSFUAN

a Workshop Day 1: unasgau Error aau RFC 9457

lasvasiv Problem Details: type, title, status, detail ua: instance
Global Exception Handler d1KSu Validation Error, Business Error lia: Unexpected Error
AKua Error Code vavs:uuli Frontend th{Utdvula

Workshop: Endpoint yav Vendor ua: Purchase Request Anau Error uuuidsaAunvs:uu (W3dayalukiios
AdUINADU)
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Data Layer, Authentication ua: Authorization Sou

(oK1n1sausy - Section 6-10 6 8oluv

e Lab: SQLAIchemy 2 fAiu PostgreSQL 18

Model uuu Declarative wsau Type Annotation

Async Session, nN1s90A1s Transaction wa: Unit of Work
JovAuleyk1 N+1 Query 28 Loading Strategy Alkun:au
Lab: §1edaya CorpFlow 91aKuuAuIlUAUlU PostgreSQL

Migration a2y Alembic

agv Migration aaluuGuasasavaaunautr Ul

Migration AlUAS:NUS:UURMAVVIU U LRUADADLULUUKANETU
1038 Seed Data d1KSuAIsWaUUILLA:AISNA&DU

Lab: tWunadultkutiasviuvadalaslurihli API lauwy

a Pagination, Filtering ua: Concurrency

Pagination uuu Offset a: Cursor wsaudauanaguduls:ansniw
29ALLUU Query Parameter d1HSU Filtering ua: Sorting agnvlaoane
Optimistic Locking Gog ETag ua: If-Match JavAunisudludoyanudu
Lab: sneaisluvaBauuu Cursor Pagination w$au Filter aquaaiusua:zunun

a Lab: Authentication G2 OAuth2 ua: JWT

OAuth2 Password Flow Tu FastAPI uaziiusRasiiudos Argon2

Access Token, Refresh Token o1guav Token uazn1stwnnau Token

Awsaunstdau Identity Provider uovavAnskiu OpenlD Connect 15u Keycloak (a15a)
Lab: szuu Login ua: Refresh Token uvov CorpFlow

n Workshop Day 2: RBAC ua:zfunauaqﬁﬁ

29ALLUU Role La: Permission vaviuada KokuuwuA uazedaso

Dependency 01s29dnss:=du Endpoint uass:dudalya (Object-level Authorization)
gufin Audit Log 3nlasro:(sAudoyala

Workshop: Tiiawn:Rorthurunaudatuyadovavununautavld wsou Audit Log
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Testing, Security ua: Production Readiness
ior1A1sousw - Section 11-15

Sou

6 5oluv

n Lab: Automated Testing d1KSu API

Unit Test yov Service Layer uazn1sunu Dependency Tu FastAPI

Integration Test G2y HTTPX AsyncClient ua: PostgreSQL 95vi1u Testcontainers
Ja Test Coverage uazdalasvasv Test tRquavie

Lab: Test AszudunisyaBouazouaduudduaudu

a API Security anu OWASP API Security Top 10

Broken Object Level Authorization, Broken Authentication ta: Broken Object Property Level

Authorization w$au35UavAu
Rate Limiting, $1Aauuna Request uasdvA1 CORS ag1vgndov
Idempotency Key d1H$UANSas19s19AISARIUEN

Lab: as29 CorpFlow a1u Checklist yav OWASP API Security Top 10 (2023) uazuAanwu

(kM API Versioning uaz Evolution

Versioning #1u URI, Header ua: Media Type w$audauantasu

Wasu API Taglurinii Client auidursne

UszA1A Deprecation ua: Sunset IRATE API $dovuKUn

Lab: 1iu Field THuuazoan v2 vov Endpoint tuvaalae Client w@ugvrinviuld

n Lab: Logging, Observability ua: Docker

Structured Logging wuu JSON uat Correlation ID 31y Request

Health Check, Readiness Endpoint la:niwsaunisdosaadds OpenTelemetry
Dockerfile wuu Multi-stage yunatdnnlisudosdnd root

Docker Compose d1HSu API la: PostgreSQL wsaudanis Secret winu Environment
Avgruou Worker uazA1 Uvicorn &1K$u Production

a Master Workshop: CorpFlow APl w$autdviuasy

16w Test IRAsauAguAs:UsUAISUDBD aula uaznsaiansligadov
WU Rate Limiting, ldempotency Key ua: Structured Logging
Deploy nvs:uudou Docker Compose

thtaua APl wSaulonas OpenAPI tia: Checklist unasguvoviy
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07 18yuduudaldacls outcomes
» 29auuu REST API [dgaKdn Resource, HTTP Method uat: Status Code
« #oa1s@29 API Contract OpenAPI Aiusutslanu
» dan1sdayaadvijoardw SQLAIchemy 2, Alembic ua: Pagination
o StuUANSstduavAns JWT, RBAC ua: Object-level Authorization
« API Avasassuaznaaauld OWASP AP Top 10 ua: Testcontainers

» wsau Deploy Logging, Health Check a: Docker

08 ﬁuﬁ@@uua:fﬁs?u Deliverables
o 10AA1SUSENDUANSOUSUASUNY 3 3U ua: Lab Guide shuduwsauldaduaudiksuauiniu

« osalAa CorpFlow Procurement API At310u Template Wswonduaviula wsou Test uazlwa
Docker Compose

Checklist unasgau APl vaviu Asaunau Error, Pagination, Security a: OWASP API Security Top 10

UssnAtiouasoukangas (Certificate of Completion) wazgavnivaauaiudnginskavoukangas

09 ﬁaqauzaau Instructor

a.a1las lngu InvnsIWasun Backend ua: Web APl da Python AldviutuszuuavAns daudaoniswiasiu APl do

@eodatliovaanarangas a5ulBikaravavuIasgiuLda:dalintove udstRRSsuasvongavlkiuazuAludoeauiov o
Rnduluovurasgiu APl waviuldagtuuulo

s1A1A19UsL 8,900 uan/nd1u - auls IN-HOUSE walutauasinn

8,900 UTN /i (svlusou VAT 7%)
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