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01 5CIQUS::H\)ﬁ Objectives

WhtoKkana1s REST, HTTP Method, Status Code La: Header i API 1§

1uu Front Controller ua: Router d1Kksu API dag PHP 8.5 laulils Framework
1@ou MySQL G2y PDO ua: Prepared Statement ag1vdasans

a$1v Endpoint Aasavdoyauazaau Error 10u JSON agvauiiaua

UovAiu API 3o Basic Auth ta: JWT uazdvaA1 CORS [a

1Bunls APl ;akt3udou Fetch API uaziSen APl nsuandos Guzzle

WWyuonais APl uaztin API Sulgviussula

02 A3ULWIKUIY Target Audience

UaWwauu3uReu PHP uasdovansasty Web Service IRs:uuduisents
UawuRdavaisidntonalnuov API fAould Framework
UniSeudnAnu AS uazonsgnautoniswasun AP
UnlofkgoRquas:uuRdavLBaus:uudv q [u AP

03 ALAUYIVKANGQAS Highlights

PHP d5ul1itd Framework 1hionalnuov API nasu
ddwaatlu PHP 8.5 ua: MySQL 9.7 LTS
dgududrauaavuuu Basic Auth was JWT

8 API 91aKa9ilv Fetch API wa: Guzzle

Workshop aufiv Deploy wSoulonaisiiuu OpenAPI
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04 ﬂ:)‘lU%\ﬁUg):‘lU Prerequisites
o Wyu PHP 16 uazinio Class Au Object tWavdu
o Wou SQL Wugnuua:nets MySQL b1ty
o DWugiumsoonuuuBulsddass HTML, CSS ua: JavaScript Wovdu

o TuadnRaadv Docker Desktop k3o PHP 8.4 JulU, Composer, VS Code ua: Postman [ wiauansaa
avlusunsw

05 FvndaviasSsuuazlAsoviio Setup & Tools

s19NS s19a:ldua

aunsai Notebook Windows, macOS k3o Linux waudaduwnasiia wianansaadulusunsy
Avuazgudoya PHP 8.5 ua: MySQL 9.7 LTS (13 8.4 LTS [d) uu Docker Compose

wiawn? PHP Composer, firebase/php-jwt ua: Guzzle

naaau API Postman K3alwd .http Tu VS Code

wndavijo VS Code wsSau Extension d1HSU PHP, Git ua: Bootstrap 5 d1kSuKkUN13U

KIBLKQ: nSovdonvrualulowusasardobuuutdws kangastusuusulkul 2026 T3 PHP 8.5 ua: MySQL 9.7 LTS uu
Docker Compose inu XAMPP, VirtualBox ua: Vagrant guavuuanivideu PHP daulasild Framework tiu Router
LUULBUIY Validation uazsuuuu Error Alduuiasgiu CORS wuan1vaAuUaaansyav AP 1onaisiuu OpenAPl ua:n1s
Deploy Kangastiiu API d1woin PHP OOP and MySQL Awiu OOP ua: Design Pattern gidavansisd Framework dagaa
1@on RESTful APl with Laravel [ API mauanntdiu Lab WJu API @1s1seusuuuwsg

06 ATNWSIUAISISYU 2 U Big Picture

Ju KodoKan

Day 1 Kann1s REST wa: HTTP wsgu PHP 8.5 ua: MySQL doe Docker Wwgu Front Controller wa: Router 1ov
Section 1-6 Bougnudayados PDO a$v Endpoint unAd1uLE@sKUIaKY wSau Validation uas Error uuu JSON

Day 2 avasauiBnua: Basic Auth ugudoaudas JWT AuA1 CORS ua:as1ulasans asukinBunuu Single Page
Section 7-12 ABun API 15on APl nauandoe Guzzle uddotdamedos Workshop wsautonaisia:nis Deploy
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REST, Router ua: Endpoint usn

(oK1n1sausy - Section 1-6

Sou

6 5oluv

o $9n REST uat HTTP

REST Aoo:(s ua: REST fiu RESTful cihvAuaguls

HTTP Method, Status Code la: Header A API t3uos
HTTP/1.1, HTTP/2 ua: HTTP/3 tuyuuaviawasul API
29AllUU Endpoint anunswanns U /articles ua: /categories

Lab: waSauwnsavijo

Su PHP 8.5 ua: MySQL 9.7 LTS a2y Docker Compose
Composer ua: Autoload wwuu PSR-4

V'S Code, Git ua: Postman k3alwa .http

Lab: Wswonddvduwsougiudoyadogu

Front Controller ua: Router wuutdautav

sunnfvaWu public/index.php ua: URL Ag1uvie

usn Method ua: Path thoiSen Controller Agndov

97U JSON 910 php://input La:aaundaudds json_encode
Lab: Router yunatdnnsavsuwisiilaasiu URL

u Lab: & MySQL das PDO

Class Woudo PDO wsau utf8mb4 ua: Error Mode twuu Exception
Prepared Statement JoavAiu SQL Injection

Model &1KSUKIE UNA UAKUIOHK

Transaction (adavUufinka1a1s1v

a Lab: Endpoint unA2IULAzKUIOKY

GET s1911SUNA2IIWSOULLUVKUNLE:AUKT

POST, PUT, PATCH ua: DELETE wSau Status Code ﬁQﬂﬁa\J
UNAIANUKUIAKILA:UNANEIFQ

nadaunn Endpoint G2y Postman

a Validation wa: Error Rauataua

asdvdoyavIldiLazaau 422 wsousivazldya

dan1s Exception saufuguazaau Error WWu JSON
sUuuu Error auuasgau Problem Details (RFC 9457)
gufin Log lasliwWawedoyanialu
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gududoau a1stSenls APl ua: Workshop
LoK1n1sausL - Section 7-12

Sou

6 5oluv

Lab: aunasauidaua: Basic Auth

Endpoint aunsauidawsou password_hash

as29sHaK1ua2y password_verify

Basic Auth t1u Header Authorization uazikquwandovld HTTPS
Jos1Aauav Basic Auth Lijolfigunu Token

a Lab: §ududoaudrs JWT

lasvasiv JWT nv Header, Payload ua: Signature
asmuazasodv Token Aoy firebase/php-jwt
AKUQLaTKUaaNgLasvan1s Token ﬁHuomq
Middleware as29 Bearer Token fioutdi Endpoint

a CORS ua:zn2uUaaasiguav API

CORS ua: Preflight Request Lalunon JavaScript
91AQTIUDUANYDLULNNY
asavaNsIvavayanauuAluksoau

Checklist anuuwuan1v OWASP API Security Top 10

n Lab: Ktnt3uuuu Single Page fitSon AP

KU113udoe HTML, Bootstrap 5 ua: Fetch API
aunsaundn Wngs=uu wa:lAu Token 2g1vs:J0S:30
da$19uUNAULAELEQVUNAUATURUIARLY

uaav Error 91a API TRijT5101 10

n Lab: 1sun API nnguandss Guzzle

diadv Guzzle 4os Composer

dv GET ua: POST wsau Query String ua: JSON
ANYDLLUU Asynchronous llazka1gANuawSauAUGIY Pool
90n1s Timeout wa: Error yavusA1sAtguan

Workshop: APl scuuunaduwsautanaisuazans Deploy

sou Endpoint nukuawsaunsdugudoauddy JWT

WWaulonais APl dog OpenAPI

Deploy uut3uiBswivaslasdv public 10u Document Root

13 Al Assistant $28330lA0ag1vs:0as:3v ta:uuan1vdogaagd Framework
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07

08

09

1Syuduudalaasls outcomes

o 10119 REST uaz HTTP Method, Status ua: Header
o Wyu API Gou PHP aau Front Controller a: Router
o MvuAu MySQL PDO ua: Prepared Statement

« UoavAu API Basic Auth, JWT ua: CORS

o 8ol API 1d Fetch API ua: Guzzle

o Yus:zuuasvld 1onans OpenAPI La: Deploy

r?iuﬁ@lé'uuo:ms?u Deliverables

o lonasUs:NoUNISaUSUAUUALYSAIASUNY 2 U La: Lab Guide Razduaau

« sosalAadogivasunn Lab ua:lusond APl 91n Workshop

o (W& Docker Compose d1k$u PHP ua: MySQL wsSaudayadaogiv ua: Postman Collection

o UsznAtisuasoukangas (Certificate of Completion) wazgovnivaauniudng1nsKavIURANGas

ziau“awzaau Instructor

a.a1ias Tnvu Jaouua:uaiauuRasvuasqua Web Service dog PHP ua: MySQL tuviuosy wiuasuienalnidoukav
vav API Aazdulosliwy Framework tRISsuaviolduutanagaunn Endpoint dogautov wialRintowugiundrlutsde

Aulndoviiordo Framework oAl

s1A1A10USU 6,500 uan/i1u - auls IN-HOUSE walutauasinn
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