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01 5CIQUS::H\)ﬁ Objectives
o WTOUNUIN JUOBUVIU La:dIB3auaY SOC saufiviusAa SIEM ua: XDR
» Gadv Wazuh oo Docker uas@iadv Agent uu Linux ua: Windows [a
e s2UsOU Log 91n Syslog, Windows Event ua: Sysmon wW1g Wazuh [dasudou
o 91U Decoder ua: Rule Aoy ua:1eu Custom Rule IRasvAus:uLYaVOVANS
o 13 FIM, Vulnerability Detection ua: SCA asaoaaidavuavindoviuovAns
o JUA Alert iu MITRE ATT&CK uazri1 Threat Hunting :nadayalu Wazuh
o (v Active Response uasdunisudvitioulUgvdiua Slack k3o Webhook

e QauaudVIKANISAdaIU Incident Response Playbook Roudutovla

02 A3ULWIKUIY Target Audience
o Quas:uula:QualA3ad1undovsuRaBaUVIUAIUUADAAYOVOVANS
o SOC Analyst szduisuduuazgndovaisidndans Blue Team
o AU IT Security Adavaiss:uu SIEM uuulawusasadiksuavAns
» DevOps ua: Cloud Engineer Adavtis:avidswioasua: Container

o FNBoudU Ethical Hacking udsounawntoyunistoviuuazasoodu

03 ALAUYDIVKANFQAS Highlights
o YUY Blue Team tGugUuuu 05299V J1ASIEH LLA:0OUAUDVIKOAISAT
o a@s$1v SOC Lab vavdatav Wazuh uu Docker wSau Agent Kangs:uu
o Wyu Rule {dav Decoder wa: Custom Rule 01US:UUDSY
« tausdu MITRE ATT&CK 1110 Alert tuyuinatiauoviloud

» HWasuiliaikgaisaiasy S1aovnislouduasls Playbook nauauav
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04 ﬂ:)‘lU%\ﬁUg):‘lU Prerequisites
o t3v1u Linux Command Line ua: Windows fus:dugquaszuutlavaula
° Lzh'lfovTiugﬂu Network wsu IP, Port, Protocol ua: DNS
° Umw@v‘ﬁugwudwmwdaaoﬁﬂ 1u Malware, Brute Force lla: Firewall

« Tuadn RAM agvulios 16 GB Adiadv Docker Desktop K3a VirtualBox [ wiouans Admin

05 FvAdaviasSvuuatlASaviio Setup & Tools

s19A1s s19atldua

auasai Notebook RAM 16 GB dulU 1doudadutnasiiia @adv Docker Desktop [d

uwaawasuKan Wazuh Indexer, Wazuh Server ua: Wazuh Dashboard wuu Single-node uu
Docker

ndaviu Lab Linux VM K3a Container 1a: Windows VM d1ksu@iadu Wazuh Agent

ndoviiowasy Sysmon, Wdnaaou EICAR, Hydra dk$ushaov Brute Force ua: Slack Webhook

191a159193v MITRE ATT&CK Matrix uazuuu Incident Response Playbook

KUIBLKQ: nSovdonvrualulowusasarsobuuutdws nn Lab iviuluaniwuoodaushaovuuin$ovuavgiseu nssiaoy
asloudriawzAutagaviu Lab Rldsuausyraiindu kangastluyunislavAula:asaedu Iviasuaukangasaiu Ethical
Hacking Awuyunisloudlad ua:linsounquais@adu Wazuh wuu Cluster sunalkeydirsu Production

06 ATNWSIUAISISYU 3 JU Big Picture

Ju KodoKan

Day 1 Whldununuazduaauviuyay SOC, wudAa SIEM ua: XDR, anndaunssy Wazuh, Gadvuadsy Docker, 8adv
Section 1-5 Agent uu Linux ua: Windows ua:tiu Log 910 Syslog, Windows Event ua: Sysmon

Day 2 d1ulazldyu Decoder Aiu Rule oy, File Integrity Monitoring, Vulnerability Detection, Security

Section 6-10 Configuration Assessment uazoud Alert Au MITRE ATT&CK

Day 3 AV Active Response, @ Alert [U5tua Slack ta: Webhook, Threat Hunting LJovdu, shasvaisloudiu Lab,
Section 11-15 lWou Incident Response Playbook wa:Jamudos Capstone SOC 91aav
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Wugiu SOC uaziadv Wazuh ~sau
6 5oluv

(WoK1ANsausy - Section 1-5

o SOC uatunuanyav Blue Team

SOC Aoozls uazunuinuov Analyst szGu Tier 1 6v Tier 3
Juaauviuyay SOC Auidasddu AaNsav 31ASIzK dUivaauaUDY
@d830REIavIu SOC WU MTTD ua: MTTR

Ueyk Alert Fatigue wa:uuonivaa False Positive
mwsouﬁvﬂﬂmuﬁ'a\lﬁﬂsfnawuu'ae; uazavi SOC davuavliu

uwusna SIEM, XDR uazanaidagassy Wazuh

SIEM, EDR ua: XDR civAuag1vls wasiviusouauuuulku
avAUs:=nauuav Wazuh: Indexer, Server, Dashboard ua: Agent
dun1vyavdayan Agent wiu Decoder ua: Rule sunagdu Alert
sUuuunis@aduuuu All-in-one, Distributed uazuu Docker
ATSIVUNUYUNALASVLIEa:NSIAUTDagoUKAY

Lab: adv Wazuh d2s Docker

1038uLA3ovIasA1S:UUA Wazuh Indexer dovais

@adv Wazuh wuu Single-node dos Docker Compose

asv Certificate uaswaguskaruidudaulivasans

81529 Wazuh Dashboard: Overview, Endpoint tia: Module dv g
Lab: asovaniu: Service ua:uﬁUng'm'lsc'locT\Jr‘iquaU

n Lab: Gadv Agent uu Linux ua: Windows

aun:lsu Agent ua:n1sdoanss:k3v Agent Au Server

@adv Agent uu Linux ua: Windows sinuAndvi Dashboard asvii
Jangu Agent ua:l5 Centralized Configuration Wiu agent.conf
asovdauaniu: Agent a:uadeysn Agent Allidoudo

Lab: tntaSov Linux uas Windows W1s:uulazquanisaiusa

a Lab: 1Au Log 91 Syslog, Windows Event ua: Sysmon

1Au Log 9Alwduu Linux uazsu Syslog 9naunsailnoule
1Fon Windows Event Channel RdArydoviuadulasasis
dadv Sysmon wsau Configuration RLsuNsau wasdv Event w1 Wazuh
AukIua:nsoavikanisailu Dashboard o8 Query uax Filter
Lab: @aau Process tasnisidoudatnadisuu Windows su Sysmon
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as299UAYANAINUALUSELTUAIIULEYY
\oK1A1sousw - Section 6-10

Sou

6 5oluv

a Decoder ua: Rule yav Wazuh

lasvasiv Decoder uas35uun Field 0on91n Log

lAsvasdiv Rule: Level, Group, If_sid ua: Frequency

nadau Log Aiu Decoder ua: Rule ddgta3avijo wazuh-logtest
arduaisiviuvov Rule uazn1susu Level TRIKUI:AUDVANS
Lab: [dq Rule wavikana1sai SSH Login dutkasiasdu

Lab: wWyu Custom Decoder ua: Custom Rule

1W@ou Decoder d1k$u Log vavuaUuwalngunieluovAns
lWou Rule asavsuwaanssuiaundndasaadn Rule 1au
Rule uuuu‘un:nuﬁ'muzj'a\)Loa1e?’1Hs“ULHqﬂ’15f1jz§"1

aq False Positive dognseadunazusuidouly Rule

Lab: asoddunistdngszuuiaun@onn Log vaviduuaudiagny

a Lab: File Integrity Monitoring

kanAsuav FIM wa:lWdkdalwalaasAnastEns:=v

AvA1 syscheck Wy Scheduled ua: Real-time
daauaiasuAlwddoslkua Who-data uu Linux ua: Windows
1l1s=3v Windows Registry Adloudunisiludo

Lab: sumsualuTwaisutasiwddvAindAey

a Lab: Vulnerability Detection ua: SCA

Vulnerability Detection asaogavlkionnsignissawdiosuutndovodiuls
8IUS1YVIUGDOVIHST F0S1TUANUEIAEYANIAIIUSULSY LAz ILHULWAE
Security Configuration Assessment Au Policy aauuuaniv CIS Benchmark

Usuucvk3aldeu SCA Policy TRasvu1asgIuuovavAns

Lab: UssliuuazualuAtaoiulasasvuavindov Linux aauna SCA

a MITRE ATT&CK fiu Wazuh

lasvasiv MITRE ATT&CK: Tactic, Technique ua: Sub-technique

38R Wazuh Sud Rule Aiu Technique vav ATT&CK

13 ATT&CK Dashboard gniwsautnatnfRiaaduluavrns
WU MITRE ID TRfiu Custom Rule Rigutov

Lab: K1gov31vyavn1sasdvdudn ATT&CK Matrix
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navaudvikanlsaiua: SOC tuviuasy | sou
ior1A1sousw - Section 11-15 6 Boluv

n Lab: Active Response

wudAa Active Response uatAd1uLEsvgavAIsaauauavsalula
13 Script d1189sU U vdon IP dog Firewall

fruaouly s:o:10a1 wazlA3ovi Active Response d:rinviu
1Wyu Custom Active Response Script ag1ving

Lab: udon IP A Brute Force SSH lagaaluua

Lab: ansudviéiouuas Integration

duAtnsdv Alert nvdwaaiu Level was Group vav Rule

1Fou Wazuh fAu Slack Wu Integration Adutudd

W@au Custom Integration &v Alert [Ugv Webhook uavs:uulsarsos:uu Ticket
vonlUUS:aUAsIdVIdauLiioaa Alert Fatigue vavfiu

Lab: dv Alert §1Asytdndovisavoviu SOC

(kB Threat Hunting wavdu

AWAIS:KISD Alert AuNNSoaNAINYANATULEISA
dvauuagiunisaimatnatatu MITRE ATT&CK

Auk1sovsoulu Wazuh Dashboard d28 Query ua: Visualization
13 10C wWu Hash, IP ua: Domain tun1sAur

Lab: d1k1sovsas PowerShell Aunavduoindaya Sysmon

m Lab: 91aavn1slauduas Incident Response

2v9s Incident Response: 138UWSaU 0S299U A2UAL A tauw
$1aov Brute Force ua:agueysnisuvanlasuuutadoviu Lab
Fraaunisoulwad Malware nadau (EICAR) 1a:Gaa1uA1SaSIdIU
duaoutkansaiona Alert uazasiv Timeline vovaisloud

1oy Incident Response Playbook d1ksutkansaiiwuuos

a Workshop: Capstone SOC 91aav

suunlufiu SOC asavdua:dAsKyansloudRINeINsTIaovTU
Aansov Alert wun False Positive tasUs:Lijund1usuLsy
AJUAULEAQN1SAUADY Active Response La:u1asn1saiy Playbook
Wyus1gvIukanIsadtladalauausulsunisasoddu

Checklist fioutin Wazuh [Utdviudsuluavdns
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07 18gudUuAaldasls outcomes
« wW1tovau SOC unuln Juaau wazAdEIQ
° ﬁnc?\)uam“ua Wazuh Docker, Agent wa:=n1stiu Log
o Wyu Rule as2939utdv Decoder, Custom Rule la:aa False Positive
« UstiuAoiuiFevyavingon FIM, Vulnerability Detection wa: SCA
« aauauavldassai$a Active Response ta:=n1stdvidiou

«» Suilawsanisaitlustuu Threat Hunting ua: Playbook

08 r?iuﬁ@@uuo:fﬁs?u Deliverables
o lonasusznouNISaUSUAUUALYSAIASUNY 3 U La: Lab Guide Rasduaau
o (W& docker-compose d11$u Wazuh tia: Configuration vov Agent ua: Sysmon
o ya Custom Decoder, Custom Rule ua:ansUd Active Response (120811
e luuu Incident Response Playbook tiassigviutkanised
o UsznAtisuasoukangas (Certificate of Completion) wazgovnivaauniudng1nsKavIURANGas

09 ﬂau“awzaau Instructor

a.a1ilas Tngu Jaouua:guaUavIUAUAUUaDaABR0aAIUULAQUAS:UUIENS:3VA28 Wazuh TRAUDVANSDSY AVAS
1Au Log Astdisu Rule uazn1saauauavikanisal gaiduAanisaauniiu Lab AshaavnisloudtRiiSeuiusovsasosuuu
KU190 udaw1Aauuu Analyst 31 Alert TadAry doviudoatuls uaznasaauauavuAlku walinduluavssuutiis=sutu
avAnsyavautav(dnui

s1A1A19USU 9,900 uan/nau - auls» IN-HOUSE walutauasann

9,900 UN i (@ulisou vaT 7%)

{, 02-570-8449 ] 088-807-9770

Wutiou
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