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01 5CIQUS::H\)ﬁ Objectives

wWhtenswasuulavdrAsyuov Ubuntu 26.04 LTS (RguAu 24.04 LTS Ua:10Lnudvasgdavavssuu (LTS,
ESM, Ubuntu Pro) [dgndiov

Gadv Ubuntu Server uuudalud@dos Autoinstall ua: cloud-init tRiduuiasgiuidesnunnindov
Wnlons:zuoun1s Boot uazagiv Usuudv uasiinsisKueykn systemd services, timers uas journald (G
USK1s Storage Gog LVM, Software RAID ua: Filesystem Us:tandv q soudvugnawuiuuuosuladld
AruaAASaUI8TUgVadY Netplan uazuAdeyritndongaguidus:uu
JlAsn:HUs:ansAwLAAdUALUNSWENSYVLIGa: Service G cgroup v2 uazlAdoviiodanauiasgiu
Hardening Ubuntu Server anuuusnivaulaaadsaina uazsans Patch lavaawans:nuciousais
fviudalud@aoe Bash ua: Ansible wsaua19s:uu Monitoring La: Backup AAAUlG3Y

ins1:Kua:uAluikagadov (Incident Response) uus:zuu Linux ag1viduduaau

02 ﬂEiUlU‘lHU‘lU Target Audience

System Administrator ua: Linux Administrator Rdavnisens:aurinu:guiu Production
Au Infrastructure ua: IT Operations Aqua Server nMeluavAnskSauu Cloud

DevOps Engineer La: Site Reliability Engineer Adovaiswugnu Linux Audvisy
Fquas:uuAdovVLHUTIBKS0aUINSa91n Ubuntu 22.04 K3 24.04 LTS (U8 26.04 LTS

UawaunRdovsuiiasaunis Deploy lazqa Server yavs:uuauULov

03 YALAUYDVKANFAS Highlights

ddwaaaru Ubuntu 26.04 LTS W§0U§Q0d1v01ﬂ 24.04 LTS
iBaudndvaalanietlu systemd, cgroup v2, Netplan ua: APT

Lab Ha‘wmga\naﬁauﬁu Server 3 1A%0V Web, Database ua: Ops
AdWUaaanyst=au Production SSH, Firewall, AppArmor, auditd ua: Livepatch

L ] —

flasuliowkadadiav dadidy usAsau uass:uu Boot [Udu
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04 ﬂ:)‘lU%\ﬁUg):‘lU Prerequisites
o 3v1u Linux Command Line Wughuldadov wu san1sWé laisanas uas Permission
o 13 Text Editor uu Terminal [dog1vloukbduda (vim Ko nano) uaztnedaduk3aqua Linux Server unfiau
° u]ﬂovﬁugwum%zha TCP/IP 15u IP Address, Subnet, Gateway, DNS ua: Port

o [Usdudovinels Ansible, Docker, Prometheus K3a Grafana unfiou gaauywutRrdouaviarin Workshop

05 FvAdaviasSvuuatlASaviio Setup & Tools

$19A1S s1gastdua

stuudjudns Ubuntu Server 26.04 LTS (Linux kernel 7.0, systemd 259) w3guliguau 24.04
LTS

Lab ua: Provisioning VirtualBox, VMware Workstation, Hyper-V k3o Multipass, Subiquity Autoinstall

1a: cloud-init

System ua: Storage systemd, journald, sudo-rs, rust-coreutils, APT 3 (deb822), Snap, LVM2,
mdadm, ext4, XFS, ZFS ua: dracut

Network uat: Performance Netplan 1.2, systemd-networkd, systemd-resolved, Chrony (NTS), iproute2,
tcpdump, mtr, cgroup v2, sysstat ua: sysctl

Security OpenSSH 10.2, UFW, nftables, Fail2ban, AppArmor, auditd, Lynis wa: Ubuntu Pro
(ESM, Livepatch, USG)

Services ua: Automation Nginx, PostgreSQL, Docker Engine, Bash, Ansible, Prometheus, node_exporter,
Grafana, rsyslog, restic ua: pg_dump

KUIgIKQ: Kangaslidosoaon Linux Administration dksurjquas:uu (3 3u) ARgvlinday Command Line uu=thiRiSsu
kangasUurou dou Ansible, Prometheus ua: Grafana aaufus:aununlUtuskis Server [anuf ua:avandalatukdangas
Configuration Management G2¢ Ansible ua: Observability Go8 Prometheus ua: Grafana fissutsliajavovautovsu
VM 3 1A%ovdoe VirtualBox, VMware Workstation, Hyper-V k3a Multipass ua:lgusys Ubuntu One vavautavida
Ubuntu Pro uuu Personal Atdwsauiauluyav Canonical ior13vsuanda su Suausu

06 AMWSIUAISISYU 4 U Big Picture

ju KadaKan

Day 1 dvAwasulu Ubuntu 26.04 LTS, dadvaaluadss Autoinstall wa: cloud-init, systemd waznszusunis Boot,
Section 1-6 journald, sudo-rs ua=ansgis, APT 3 Aiu deb822

Day 2 LVM, Software RAID ua: Filesystem, Netplan 1.2, DNS ua: Chrony, Network Troubleshooting, cgroup
Section 7-12 v2 Resource Control, Performance Analysis la: Kernel Tuning

Day 3 SSH Hardening ua: Bastion Host, UFW ua: nftables, AppArmor ua: auditd, Ubuntu Pro fiu Livepatch,
Section 13-18 Nginx wsau TLS, PostgreSQL ua: Docker Engine

Day 4 Bash s:au Production, Ansible, Prometheus lla: Grafana, Backup 029 restic, dUiasa 24.04 10u 26.04,
Section 19-24 Incident Response ua: Master Workshop
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Ubuntu Server 26.04 Foundations ua: systemd Deep Dive Lo
\or1A1sousw - Section 1-6 6 Boluv

o What's New in Ubuntu 26.04 LTS d1Ksugiquas:zuu

Astasuulavoin 24.04 LTS: Linux kernel 7.0, systemd 259, sudo-rs, rust-coreutils, Chrony,
OpenSSH 10.2, cgroup v2 tindu ta: dracut

2v9s830 LTS: Standard Support 5 U wa: ESM #1u Ubuntu Pro Augnaldéy 10 U
Wans:nudas:uuLaU: SysV init scripts (26.04 1uguganiensavsu) uazAduwAUlduaY rust-coreutils
wuanvasavANUwSaufoudonid 26.04 Aus:UUTKIUKSDS:UUIOY

Lab: Automated Installation g Autoinstall wa: cloud-init

Junau@iadvdas Subiquity Lazn1sovlasvasvaaniuu LVM

1oulwa Autoinstall (YAML) iadadvsrldisbauAunntndon

13 cloud-init Ankua Hostname, {3, SSH Key uazuwininatsudu

Lab: Gadv VM G289 Autoinstall udaasaonadas cloud-init status ua: Log

systemd Deep Dive: Boot Process, Units ua: journald

d1duns Boot duud Firmware, GRUB, initramfs (dracut) aufiv systemd targets

Unit file Usz1nn service, socket, timer, mount, path uaznuduwus Requires, Wants, After
1Wou Service wSou Restart Policy, Drop-in Override ua:ztiav SysV script 1u systemd unit
journald wua12s A1sASaVAIY journalctl anw Unit, Priority, 19a1, Boot ID uasn1savciall rsyslog
Lab: 1§ systemd timers tinu cron uas3tAs1:Ka1 Boot G2g systemd-analyze

° Users, Groups, sudo-rs uwa: Access Control

Jansiiduazndu Service Account wazulgurgskaniu

sudo-rs fiu sudoers: A21ULLAAGIVIIA sudo LUUAVLAU Lazan5uUuu Least Privilege
Permission ﬁuqv: SUID, SGID, Sticky Bit, umask ua:= ACL (setfacl, getfacl)

Lab: Aitkuadns sudo wuuAalk Service Account

a Package Management anHLi: APT 3, deb822 ua: Snap

Repository WU deb822 (.sources) uazA1sIWU Repository Atguanagvlaoasiy
Pinning, Hold uazn1sAduAULIaSEULNALAD

AvAT unattended-upgrades d1KSu Security Updates

unUINYaY Snap uu Server uastjolandsid APT K8o Snap

a Workshop: 21vs1ag31u NovaMart Infrastructure

@iadv nova-web, nova-db a: nova-ops G2u Autoinstall ua: cloud-init
asv Service Account wsauans sudo wuusiAatunnia3ov

Wau systemd service ua: timer &1KSUVIUASIVFUAMWSEUUUSETIEITUY
Workshop: AvAn unattended-upgrades Tﬁr}ﬂm§awa:msoowamu journalctl
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Storage, Networking wa: Performance Tuning . sau
iiokAsausu - Section 7-12 6 Boluv

Lab: Storage Management 29 LVM

LWuoAa PV, VG, LV UaANSUHUNURSIHSU Server Ustandw q
ve1g Logical Volume ua: Filesystem wuuoauladloglikgausais
LVM Snapshot dksudrsovdoyauaznadouroulasuudav

Lab: Mount a2 UUID Tu /etc/fstab uaz9an1s Swap

a Software RAID ua: Filesystem

as1v RAID 1 ua: RAID 5 dog mdadm $1aovdardiduia: Rebuild
W3oulReu ext4, XFS ua: ZFS: 901U 3091A0 LazvuRkuIzaw
ATMWSIOU ZFS uu Ubuntu: Pool, Dataset, Snapshot wa: Compression
asovguniwaddua: Filesystem oy fsck, xfs_repair ua: SMART

a Lab: Networking a2 Netplan 1.2

lasvasuiwa Netplan wa: Backend systemd-networkd uu Server

Static IP, Kany Routes (lnu gateway4 AantBuan), DNS ua: Search Domain
Bonding ua: VLAN d1KSu Server Aka1e Network Interface

Lab: naaauagivlaaanadoy netplan try, netplan status ua: networkct!

m DNS, Time Sync ua: Network Troubleshooting

systemd-resolved 1a:n1s3tAs1:H Name Resolution A28 resolvect!

Chrony Aiu NTS (Network Time Security) waznoudineyuovidando Log, TLS ua: Database
tndaviia ip, ss, ping, mtr, tcpdump ua:n1slateyxiausu 0S|

Lab: kakquadovidadenulildanainissiaoy

n Resource Control A28 cgroup v2 ua: Performance Tuning

cgroup v2 Unified Hierarchy, systemd slices wa: CPUQuota, MemoryMax, I0Weight, TasksMax
nice, renice, ulimit uazdeysyreu (Signals) tunisdans Process

USE Method Au htop, vmstat, iostat, sar ua:dayagouravon sysstat

Jsurn Kernel aog sysctl agvikanais wazdtAs1: OOM Killer iu Memory Pressure

Lab: thquazsnAnanswennsdoy systemd-cgtop uas systemd-run

Workshop: Storage, Network ua: Resource Limit y9v NovaMart

WudaAdayatk nova-db dou LVM veneWunuuuoauladuazin Snapshot
fikua Static IP wa: DNS TRAv 3 1ndovdas Netplan wasdvAn Chrony
finkua Resource Limit TR Service d1Asydou cgroup v2

Workshop: a$1va1s:v1ud1aovidsdtnsizinoudadoe sar lias iostat
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Security Hardening ua: Production Services . Sou
iiokAnsausw - Section 13-18 6 Boluv

(k¥ SSH Hardening, Bastion Host ua: Firewall

gugudoauasy SSH Key Ua Password Authentication ua: Root Login

OpenSSH 10.2: Post-Quantum Key Exchange n1syalan DSA ua:zwada Client sutan
AllowUsers, AllowGroups la:A1sinfivkiu Bastion Host dog ProxyJump wsSau Fail2ban
UFW Au nftables: Default Deny wWa Port auunuin Rate Limiting wa:danass=3vsouau Docker
Lab: 81uuastdeu nftables ruleset lasasvdiksunseidugy

n AppArmor, auditd wa: Security Compliance

kanA1suov AppArmor lkua enforce ua: complain uazA1sUsu Profile
UufinasndviwduazAravaiAsydos auditd

AwsoU Ubuntu Security Guide (USG) uazn1sasavany CIS Benchmark
Lab: aununa1uldsvdos Lynis Aouuazkdv Hardening

a Ubuntu Pro, Livepatch ua: Patch Management

wWald Ubuntu Pro 2o pro attach wazusnis ESM Infra ua: ESM Apps
Canonical Livepatch: ufgavlkd Kernel lagliidiov Reboot Ui

nagyns Patch: ¥ov Maintenance A1snadaunau La:n1s Rollback
damuyavlkidow pro fix ua: Ubuntu Security Notices

a Lab: Web Server ua: Reverse Proxy Gag Nginx

lasvasiv Configuration vov Nginx (sites, snippets, upstream)

Reverse Proxy, Load Balancing (WWovdu ua: Security Headers

TLS a9 Internal CA d1KsSu Lab ua:uuon1visd Let's Encrypt (certbot) Tuszuuasy
lasunduUannAguovusA1sany systemd sandboxing U ProtectSystem La: PrivateTmp

Database wa: Container Services

Giadv PostgreSQL Akuaan3yts oudasto:lnasgvlanaAudos pg_hba.conf
@adv Docker Engine ua:A1sivIUSOUAU cgroup v2

Su Application 10u Container Avan1sd28 systemd K§o Docker Compose
ugAUNUINIAZovLalA3oY18S:HI1V Web La: Database

a Workshop: Hardening ua:zwausais NovaMart sinu HTTPS

fkuall nova-ops 1u Bastion Host 1dgonnédvindovsuld
dv UFW aruunuin wWa Fail2ban, AppArmor, auditd wa: Ubuntu Pro (Livepatch)
W3guliguwadaunu Lynis Aouua:zkav Hardening

Workshop: PostgreSQL uu nova-db ua: Nginx fiu Application Container uu nova-web [Rusa1s$1uAn
9naovKu HTTPS

contact@itgenius.co.th KU1 06 / 08 www.itgenius.co.th


mailto:contact@itgenius.co.th
https://www.itgenius.co.th/

@ andulondiloa COURSE OUTLINE
IT GENIUS INSTITUTE Ubuntu Server 26.04 LTS - Production

Automation, Monitoring, Backup ua: Incident Response . sau
iiok1Asausw - Section 19-24 6 Boluv

a Bash Scripting stau Production

Script Anun1u: set -euo pipefail, trap, Exit Code uatn1suuiin Log
Suws0was WuAsu uatasavoulufauriiviu

nadaunuAUldAu rust-coreutils wa:0sd39nfUNIWAY ShellCheck
Lab: $u Script a2y systemd timer wSauusvidoutlofawana

a Lab: Configuration Management Gag Ansible

Idempotency, Inventory, Playbook La: Role

Module Atguou: apt, deb822_repository, user, template, service ua: ufw
90n1s Secret Aoy Ansible Vault

Lab: wlavduaau Hardening vav3uiaiuilu Playbook Asush(d

a Monitoring ua: Centralized Logging

Gadv Prometheus a: node_exporter 1iu Metric Ua\)nﬂméa\l
as1v Dashboard dou Grafana

Av Alert WWavdudksu CPU, Memory, Disk lia: Service Down
sou Log BRAugnavdoe rsyslog forwarding

Backup ua: Disaster Recovery

Kan 3-2-1, RPO uwa: RTO dxsunvunudisavdoya
drsovlwduuu Incremental wazlgnsKadoy restic

drsov PostgreSQL a2y pg_dump souAu LVM Snapshot
Lab: Restore Drill wa:asavnaugndovuavdoya

Release Upgrade, Troubleshooting ua: Incident Response

sUinsa 24.04 LTS 10u 26.04 LTS dou do-release-upgrade gvauundidalikav Point Release sn

Checklist Aiousduinsa: PPA, udintnoi Hold, Script A3 sudo K3a coreutils, Service Agvldu SysV wazn1w
1don Rebuild and Migrate

JuaauuAlayr: saUSIWANANS AVAUDAFIU Nadau uAly uazuufinWa
101 Rescue ua: Emergency Mode ous:uui Boot Udu ua:nsetidanidu Inode Kua DNS fa aweu
A1SLWyU Runbook llassigviukauikanisead (Post-incident Review)

vZ8 Master Workshop: uSK1sua:zAau NovaMart Infrastructure

Weu Ansible Playbook AsuAuA1sAuAIAY 3 1ASou

@iadv Prometheus lia: Grafana uu nova-ops ua:Av Backup d29 restic ta: pg_dump
Sualkadadavsraavdaliov wu aafdgiudayalfu Service du 1nday1suna ua: Boot lijdu
Workshop: asoawusitu Monitoring usily AAuvn Backup uazasuidu Runbook yavs:uu
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07 18yuduudaldacls outcomes
» w$auld Ubuntu 26.04 LTS 21vunuldviuksoadinsalagulo
« wtenalanrelustuu systemd, journald, cgroup v2 ua: Netplan
« Storage uazta$odradugv venoiufooulal RAID ua: Bonding
» Server Uaaanus:du Production Hardening Asuduua:vanas Patch
o mvudaludduazuaviius:zuu Bash, Ansible, Prometheus a: Grafana

o d@1sovuazgAuldosv Restore Drill ua: Incident Response

08 r?iuﬁ@@uuo:fﬁs?u Deliverables
o 10AE1SUSENOUAISOUSUASUNY 4 3U Lab Guide s183u LazAdala3euIASovAauIUDUSY
» (W& Autoinstall, cloud-init, systemd unit, Netplan ua: Script Al5tu Workshop
o Ansible Playbook, Grafana Dashboard, Script d1sovdaya ua: Runbook yavs:uu NovaMart

o UsznAtisuasoukangas (Certificate of Completion) wazgovnivaauniudng1nsKavIURANGas

09 ﬂau“awzaau Instructor

a.a1ilas Tngu aouua:fquas:uURUSKIS Linux Server, Database lia: Container fuviu9sy faiduAanisasunanaln
motuyavs:uulRlove WoulovAuanuAISAIRRQUAsSUUIEISY La:wIFIS8uavdaasvus:uuKkaieindavdattiounndu

udstRaovrintRs:uuwva:AAULY thalRnauluqua Server vavavAnsidogrululo

s1A1A10UsSU 11,500 uan/nau - auls IN-HOUSE valutauasinn

11,500 UN v (evlisou VAT 7%)

Q, 02-570-8449 (J 088-807-9770

Wutiiau
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