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2.0 ua: WMIC gjquas:uudvdavinvastadvuazgainson dvAradodisuazwundaifiv lUsusivmssavinoulasafsuaAAutndov
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kangasdywunisqua Windows 11 version 26H2 agvilus:uu duudavosaissuiaa ANsasavansatds asaadvuazauinsaan
Windows 10 A1sdvAKavaady thdouns IPv4 ua: IPv6 aad Volume s:uulwduazans a1ssan1sdos PowerShell 7 trdovijoun
Usyruasgoikdortss=o:lna assnuindulasaiudos Windows Security, Firewall, BitLocker ua:iloostiiog1v Administrator
protection dufivansAAudoy Windows Recovery Environment ua: Quick machine recovery Uamoaog Workshop uAdeyrn
LA%0V3Y (auUsU 3 Ju Jua: 6 HaTUY SoU 18 BV Ss:aU Intermediate)

tA3ovio
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01 5CIQUS::H\)ﬁ Objectives
WtasuLazovasAIsallaauav Windows 11 sougivaducyow 24H2, 25H2, 26H1 ua: 26H2
21VUKU Gadv dUlAsa wazgnetadavn Windows 10 TU Windows 11 16

VATKdLAQAY UeyBits ua: Windows Update [Gog1vikunzaw

S

AvAluazuAdayrtAdaune IPv4, IPv6 ua: Name resolution @

san1saan Volume s:uulwd an3 waslwataosnussla

13 PowerShell 7 uaztndovijouddeysivov Windows [dagrvuiulo
savnduUaoaAudos Windows Security, Firewall, BitLocker ua: EFS [d

ARudavAyalijduxdarvuialnadssindovioRikuzay

02 A3ULWIKUIY Target Audience
WkdRloAa: Help Desk Aquatndovittuavdns
Hquas:uUAdavVLHUEIBIAZVIA Windows 10 TU Windows 11
FuinAdAnoUWILaoSAaadVLa:LATEYKIAZDY Windows

FAdavA1syWunaucdazaalunssanisin3ovdds Intune Ko Active Directory

03 0LAUYAVHANFAS Highlights
dulaadaiv Windows 11 version 26H2 wsouaniu: 24H2, 25H2 ua: 26H1
91991 Windows 10 agavijunu asdvansauds duiasa a: Settings backup
danrsuvuaelky PowerShell 7 ua: CIM unu WMIC
Adwdaaasnesutkl Administrator protection wa: Smart App Control
Awnsavldnaaaiunansai Windows RE, Point-in-time restore Lia: Quick machine recovery
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04 ﬂ:)‘lU%WUg"lU Prerequisites

e DUszaumsaildviu Windows uutrdaviaasdiou wu Windows 10 ko Windows 11

o TANWSWUFIUESoL TCP/IP U IP address, Subnet mask ua: Gateway

» 1 Command Prompt k3o PowerShell [aunvo:508tkEould8adu

o lWagnansuindoviadou Windows 11 1d (RAM 16 GB JulUuuzti)

05 FvAdaviasSvuuatlASaviio Setup & Tools

$191S
auasai
wnsovLaijou

stuuljudanns

s1gasdya

Notebook Windows 11 Pro dulU RAM 16 GB FulU (0al3 Virtualization [a
Hyper-V Kk3alUsunsuiadovtaioudufisovsu vIPM ua: Secure Boot

ISO yov Windows 11 suUs:lduwa (Evaluation) k$oRuanst3vuvaviiduu
PowerShell 7, Windows Terminal ua: Sysinternals Suite

ansud PowerShell ua:duaausiasvieyridirsunn Lab

KUIBLKQ: USUUSUTKUU 2026 iguAusudy: suiaaan Windows 10 Administration unlu Windows 11 version 26H2 v
ponLla 29 Auv1su 2026 La:aadvan 24H2 k3o 25H2 o8 Enablement package dau version 26H1 Glawizla3ovikL
usuta:ligiRaUnsa Wiy Windows settings backup, PowerShell 7 ua: CIM cmdlet unu PowerShell 2.0 ua: WMIC
r‘iqnﬂaoaan, Sysmon tud?, Administrator protection, Smart App Control, Point-in-time restore ua: Quick machine
recovery dau Steps Recorder tdn1sdaktnvalu Snipping Tool unu Jayasuasoddnktn Windows release health ua:
What's new yav Microsoft fidsutassultiogaua: ISO suls:iiunardanianslduiutov kangasduiuiadoviduauasindoviu

aVANSYUNALEN ASINISGY Intune was Autopilot a5unstduniwsau Hwas Windows Wasuawaulaasigidau Lok
9109V109SFUAF0 fU JUDUSL

06 AMWSIUAISISYU 3 IU Big Picture

u

Day 1
Section 1-5

Day 2
Section 6-10

Day 3
Section 11-15

KodaKan

Windows 11 version 26H2 11a:09951153U100, 919LWuLa:asaansauds, aadvuas Deploy, sUinsauazdgon
Windows 10 w$au Windows settings backup, duvArava@adv UsyBR3 ua: Windows Update

tASoUne IPv4 ua: IPv6, Name resolution uazuAlayriinsouny, dan Volume ua: Storage Spaces, s:uulWwd
ans ualwalaasnuws, Jan1stnaudoy PowerShell 7 unutndavijongananoan

tAdovlauAdayrta: Sysmon, ¥oukdoRidstuslna, AnulasaAudos Windows Security, Firewall, Smart
App Control ua: Administrator protection, BitLocker ua: EFS, fiius:uuua: Workshop uAdeys1taSovasy
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21v0unu daav uatdronsavid Windows 11

(WoK1ANsausy - Section 1-5

Sou

6 5oluv

o Windows 11 Us9Uuua:zavasaisadiaa

Windows 11 version 26H2 wa:Adwduwusau 24H2 Au 25H2

version 26H1 d&1ksutAsovikiiuvsy tazikaRauinsalUlila

suUs:=91U Enablement package dUlaasigidou Las Hotpatch
styzarauuayuvav Home, Pro ua: Enterprise uazn1sa1vukusauddlaa
iwasinnnanaan 1wu PowerShell 2.0, WMIC ua: WordPad

Lab: oqvunuuazasavasauds

JafKuaducd: CPU fisousu, TPM 2.0, UEFI ua: Secure Boot
as291A%0vd2y PC Health Check, tpm.msc ua: msinfo32

3on Edition ua:35aadvlkikuizAuavAnS
Lab: aswindoviadouiid vTPM ua: Secure Boot

Lab: Gadvuas Deploy Windows 11

daduuuu Clean install 910 1SO wa: USB

OOBE, UsydnruiukdaUeyFlutndov wa:n1siinsou Microsoft Entra ID
Provisioning package ua:n1wsau Windows Autopilot

Lab: Gadv Windows 11 uuta3aviadouuasdvAsudu

u Lab: duiasauaz=d1891a Windows 10

In-place upgrade 91n Windows 10 ta:avAdovasionauduinsa
Windows settings backup d1savuazAuAinisdvAlta:sionisual
gredoyanidlUingovtku ua: Rollback aelus:uznainfikua

Lab: dUtnsatndov Windows 10 $1a0vuaz0siona

a Lab: duvAlkdvaadvua: Windows Update

Settings fiu Control Panel uaztndovijo Computer Management
UeyBHTS ndu Local ua: Windows LAPS dksusKaniu Administrator
Local Group Policy d&ksuAAdovivAuls

Windows Update, Active hours, Asidousuiaa uas Optional features
Lab: ﬁvumsgwuméa\JwJﬂ\nuTHUmu Checklist
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1A$9U18 WunRdalAvu uazn1sdan1sasry PowerShell
(or1n1soausw - Section 6-10

Sou

6 5oluv

e Lab: dvA1tngadu IPv4 uas IPV6

IP address uuu Static wa: DHCP, Gateway ua: DNS server
IPv6: slauov Address uazA1sivusouAy IPv4
Network profile wuu Public ua: Private, Wi-Fi ua:z VPN uda
Lab: dvAA%od1edou Settings ua: PowerShell

Lab: Name resolution uazuAaleykinsoung

drdunisiavio, DNS cache ua:lwd hosts

ping, tracert, ipconfig ua: nslookup

Test-NetConnection, Resolve-DnsName ua: Get-NetIPConfiguration
Lab: lauAdeyrndovaniBullanassu

a Lab: 6ad Volume uat Storage Spaces

GPT Au MBR, Basic disk la: Partition

Disk Management, diskpart ua: cmdlet ngu Storage

vy1Y go Laziisusauyl Volume, Optimize Drives La: chkdsk
Storage Spaces lla:= Dev Drive

Lab: tWudas a31v Volume ua: Storage pool

a Lab: szuulwd #ns uazlwalaosnuss

NTFS, ReFS ua: exFAT t5Lials

NTFS permission, Inheritance ua: Effective access
wsslwalaas Share permission Wigufiu NTFS permission
Lab: aonuuudndlwalaasvavununuasnadaudiuyidHatunu

n Lab: 9an1staSavass PowerShell 7

Windows PowerShell 5.1 Aiu PowerShell 7 ua: Windows Terminal
Get-CimInstance unud1dy WMIC Agnaoaoon

QUaualn3av Service, Process Lia: Event log d2u cmdlet
Execution policy uaznissuansddogvlaaany

Lab: ansUdiAudoyatndavidusieviu CSV
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uAleyk1 AWUaaane uazn1sgAu
\Worn1sausw - Section 11-15

Sou

6 5oluv

n Lab: tnSavijouAaleykn

Task Manager, Resource Monitor La: Reliability Monitor

Event Viewer, Custom view ua: Windows Memory Diagnostic
Performance Monitor ua: Data Collector Set

Process Explorer, Process Monitor wa: Sysmon Auntudd Windows
Lab: K1akalA3av3191ndoyasy

a Lab: gouikdorlEs:u:lna

Quick Assist dksuBouilgrusunasiia

Remote Desktop ua:nsdvAAUaaasis
IRA3saRIvaduaauleyk1dae Snipping Tool unu Steps Recorder
Lab: suiBovua:uAdeyrilRgidshaovonns:=u:lna

Lab: Windows Security ua: Firewall

Windows Security, Microsoft Defender Antivirus ua: Smart App Control
Windows Defender Firewall: Profile, Inbound ua: Outbound rule
Connection security rule d1ksunisidaudandovdugudiau

Administrator protection, UAC, Windows Hello ua: Passkey

Lab: Wawasalaw1:viutazasddnadoy PowerShell

m Lab: BitLocker ua: EFS

BitLocker fiu TPM ua: Device encryption

Ja1Au Recovery key ag1vlaaans La:A1ASovRaU Recovery key
BitLocker To Go dxsulasw USB

EFS wskasielwa uasdrsovlususov

Lab: wsKalasWuaznaaovAAudos Recovery key

a Workshop: AAustuuuazualeyK1tAsavoasy

Windows RE, Startup Repair, Safe Mode ua: Roll Back Driver
System Restore, Point-in-time restore ua: File History

Reset this PC uwa: Quick machine recovery

Workshop: Atngoviadoungnsraovleyriyaliduuazlasioosids
asU Checklist n1squatasov Windows 11 tuavAns
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07 18yuduudaldacls outcomes
° s:ﬁ'us;u Windows 24H2, 25H2, 26H1 wa: 26H2
« drondovldsiudu asovasauds Gadv uazauinsa
« ASad1vuaszlwa IPv4, IPv6, DNS ua:ans NTFS
» dansdsvansud PowerShell 7 wa: CIM
«+ ngavlasasns Firewall, BitLocker wa: Administrator protection

» AASavld Windows RE ua: Quick machine recovery

08 r?iuﬁ@lé'uuo:ms?u Deliverables
o 19Na1sUs:NoUNISOUSUASUNY 3 3U uasAdaduaauyounn Lab
o ansud PowerShell dK$ulAudoyalnZouiia:soaindoyiy
o Checklist Msg1ulAZou N1sAVLIASTIULAZOY LazAISAAUSEUU

o UsznAtisuasoukangas (Certificate of Completion) wazgovnivaauniudng1nsKavIURANGas

09 ziau“awzaau Instructor

—— -

a.a1ias Tavu Inensyovanivuloidibuaaounisqua Windows 9nleyrnfulofimatuviuasy nunsdreiazon 1ngo
Ueulila 1nsovdt uasindovyalidu WulRgBuuaviouundoviaiouvovautovuazlduAdeyriogvduduaou wiolR

0

t138AalulBAuIRoviuavAnsianudi

s1A1A10USU 10,000 uan/rnau - aul? IN-HOUSE valutauasinn

10,000 UN /s (gvliisou VAT 7%)
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